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PREFACE

The Office of Inspector General {O1G) prepared this report pursuant to the Inspector
General Act of 1978, as amended. It is one of a series of audits, reviews, and
investigative and special reports OlG prepares periodically as part of its oversight
responsibility with respect to the United States Capito] Police (USCP) to identify and
prevent fraud, waste, abuse, and mismanagement.

This report is the result of an assessment of the strengths and weaknesses of the office
or function under review. Qur work was based on interviews with employees and
officials of relevant agencies and institntions, direct obscrvation, and a review of
applicable documents.

We developed our recommendations based on the best knowledge available o O1G
and discussed the draft findings with those responsible for implementation, It is my

hope that the recommendations will result in more effective, efficient, and/or
economical operations.

I express my appreciation to those contributing to the preparation of this report.

Reonsll. Biegey

Ronald Gregory
Acting Inspector General
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EXECUTIVE SUMMARY

The United States Capitol Police (USCP or Department) Training Services Bureau (TSB) is one
of eleven organizational units reporting 1o the Chief Administrative Qfficer (CAO). TSB is
responsible for preparing Department employees to act decisively and correctly in 2 broad
spectrum of situations, for improving overall productivity and effectiveness, and for fostering
coaperation and unity of purpese. 1t is also responsible for planning, developing, and
implementing Department-wide training programs.

In accordance with our Annual Performance Plan Fiscal Year 2022, the Office of Inspector
General (OIG) conducted a review of TSB. Our objective was to determine if (1) the
Department's organizational structure and processes for its training program were the most
efficient and effective and (2) the Department complied with selected policies, procedures,
applicable laws, regulations, guidance, and best practices, Our scope included the TSB
organizational structure, processes, and operalions.

Changes to the organizational structure would improve the efficiency and effectiveness of the
Department's training processes. The Department’s decentralized training structure is the origin
of many training deficiencies that hinder cbjectives stated in the USCP Department Strategic
Plan 2021-2023, including:

» Train and develop sworn and civilian personne) to ensure a ready, able, and professional
USCP workforce

+ Enhance internal controls, transparency, and adherence to best practices to support
efficient use of Department fiscal resources

The Department's decentralized training structure created a lack of TSB oversight for in-service
training and a lack of TSB involvement in training research and development. Additionally, the
Department did not have a sufficient number of training instructors or adequate training space to
effectively and efficicntly complete entry-level and in-service classes at the USCP training
facility at Cheltenham, Maryland.

The Department did not atways adhere to training-related guidance and its training policies and
procedures were not consistent with the best practices of other Federal law enforcement
apencies. USCP's accreditation process did not comply with those of its partner agencies.

should have increased oversight of cyber security and online training for compliance with
guidance. See Appendix A for a complete list of recommendations.
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On April 11, 2022, we provided a draft report to the Department for comment and attached the
response in its entirety in Appendix B.

BACKGROUND

The United States Capitol Police (USCP or Department) Training Services Bureau (TSB) is one
of eleven organizational units reporting to the Chief Administrative Officer (CAO). TSB is
responsible for preparing Depariment employees to act decisively and correctly in a broad
spectrum of situations, for improving overall productivity and effectiveness, and for fostering
cooperation and unity of purpose. 11 is also responsibie for planning, developing, and
implementing Department-wide training programs. The Bureau is divided into four Divisions:
Entry-Level Training, In-Service Training, Physicat Skills, and Federal Law Enforcement
Training Centers (FLETC) Liaison.

TSB supports the USCP mission through human capital and development, providing a central
repository for all training records, and coordinating the training to create and sustain a vigorous
and motivated workforce.

New recruits for USCP report for a 2-week pre-training course at the Department training
facilities at Cheltenham, Maryland prior to 12 wecks of training at the FLETC in Glynco,
Georgia. TSB subsequently conducts an additional 12 weeks of USCP-specific training. Once
training is complete, Assistant Chiefs of Police will assign graduates to specific areas.

According to USCP Bulletin 20,113, APEX Leaming Goes Live; User Guide Now Available,
published on September 29, 2020, a computerized training system called APEX “replaced the
legacy Training Management System (TMS) and it consolidates all of your training tasks -
scheduling, reporting, and tracking — in one convenient place with 24/7 access.” The Bulletin
also states that TMS would be “frozen/disabled on October 1, 2020 and training records will then
be migrated from the TMS to APEX.”

APEX is divided into three modules: learning, recruitment, and performance. The APEX
Learning section focuses on training where administrators and training coordinators can assign
and record training. In addition, end users can view training records and assigned training. TSB
and other elements provide in-service training and continuing professional education to
employees to help those employees maintain the skills necessary for performing assigned duties
and complying with certification requirements. USCP follows The Commission on
Accreditation for Law Enforcement Agencies (CALEA) standards on training and career
development.

The USCP Departnrent Strategic Plan 2021-2025, or DSP, details the forward-focused goals and
objectives USCP will undertake over the next 5 years to meet mission demands. The DSP states
the following about training:
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Objective 1.4 - Train and Develop Swom and Civilian Personnel To ensure 8 ready, able, and
professional USCP workforce enables the administration of robust training and employee development
activities for the entire workforce 1o close competency gaps, ensure leadership excellence, propare
employees for professionsl growth, and meet mission demands now and into the future. Key to Objective
L4 is ensuring the Depantment invests appropriately in identifying, delivering, and managing the training
that will position the USCP 1o meet future strategic mission requirements, including building a sirong
cadre of Depurtment leaders. The activities and initintives reisted to Objective 1.4 are detailed in the
Human Capital Strategic Plan and include:

o .. Establish professional development training based on rank and or position that includesa
diversity, equity, and inclusion cwrriculum. (HSCP 4.1)

s 1.3.2 Esioblish employee onnual training plans 1hat include Depariment training, professional
development, and leadership development, as appropriate. (HSCP 4.2)

o 1.4.3 \dentify, focifiate, and track Depantment buresus mnd office-specific mandatocy ond
discretionary waining requirements. (HSCP 4.3)

o 1.4.4 Sreamiine and modemize the adminisiration and deployment of all workforce waining
{swom and civilian) under the Training Services Bureau. (HSCP 4.4)

OBJECTIVE, SCOPE, AND METHODOLOGY

In accordance with our Annual Performance Plan Fiscal Year 2022, the USCP OIG conducted a
review of TSB. Our objective was to determine if (1) the Department’s organizational structure
and processes for its training program were the most efficient and effective and (2) the
Department complied with selected policies, procedures, applicable laws, regulations, guidance,
and best practices. Our scope included the TSB organizational structure, processes, and
operations.

To accomplish our objectives, we interviewed Department officials, training pessonnel, and
partner agency representatives. To research best practices, O1G conducted site visits to the U.S.
Secret Service (USSS) Rowley Training Center (RTC) in Laurel, Maryland and the Federal
Bureau of investigation's (FBI) Training Academy at Quantico, Virginia, Additionally, we
interviewed training personnel from the Department of Veterans Affairs (VA) Law Enforcement
Teaining Center in Little Rock, Arkansas and Federal Protective Service (FPS) in Washington,
D.C. concerning their best practices related to training. We also reviewed policies and
procedures related to training. Furthermore, we reviewed Government Accountability Office
(GAD) guidance.

Although the primary focus of this review was TSB, OIG believed it appropriate to capture a
broad view of the amount and type of training that takes place outside the scope of TSB. To
obtain an accurnte picture of the type and amount of training that takes place department-wide,
OIG created an informal questionnaire and distributed it 10 8 number of disparate units within the
department. OIG created the questionnaire to gain insight into other training because no one
source within the Department could identify eil of the training activity. The questionnaire
identifies themes more in detail throughout the report. O1G sent the questionnaire to 37
organizational units within the Department. The questionnaire consisted of 31 essay questions.
OIG’s analysis revealed training patterns throughout the Department.
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OIG conducted this assessment in Washington, D.C., from December 202! through April 2022.
We did not conduct an audit, the objective of which would be the expression of an opinion on
Department programs. Accordingly, we did not express such an opinion. Had we performed
additional procedures, other issues might have come 1o our atiention that we would have
reported. This report is intended solely for the information and use of the Department, the
Capitol Police Board (Board), and the USCP Oversight Committees and should not be used by
anyone other than the specified parties.

RESULTS

USCP’s organizational training siructure lacked efficiency and effectiveness. The Department’s
decentralized training structure is the origin of many training deficiencies that hindered
objectives stated in the DSP, which are:

* Train and develop sworn and civilian personnel to ensure a ready, able, and professional
USCP workforce

¢ Enhance inteal controls, transparency, and adherence to best practices to support
efficient use of Department fiscal resources

The Department did not have a sufficient number of training instructors or adequate training
space for effectively and efficiently completing Entry-Level and In-Service classes at the USCP
training facility in Cheltenham. The Department also did not always adhere to training-related

guidance and its training policies and procedures were not consistent with the best practices of
other Federal law enforcement agencies.

Lack of Efficient and Effective Training Structure

Overall, TSB did not properly inegrate into the Department’s organizational structure, which
allowed inefficiencies to occur and diminished the Department’s readiness and training mission.

GAO Siandurds for internal Control in the Federal Govermmnent; Organizational Strirciure, GAO-
14-704G, dated September 2014, state:

Management develops an organizational structure with an understanding of the oversil
responsibilities, and assigns these responsibilities 10 discrete units to enable the organization to
operate in an efficient and eflective manner, comply with applicable laws and regulations, and
reliably report quality information. Based on the natuse of the nssigned responsibility, management
chooses the type and number of discrete units, such as divisions, offices, and related subunits.

As pant of establishing an organiantional structure, management considers how units Interact in order
to Wil their overall responsibilities. Management eswblishes reporting lines within an
organizational structure so that units can communicate {he quality information necessary for each
unit to fulfill its overall responsibilities. Reporting lines are defined at all tevels of the organization
and provide methods of communication that can flow down, across, up, and around the structure.
Management also considers the entity's overall responsibilitics to exicrnal stakeholders and
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establishes reporting lines that aliow the entily to both communicate and receive information from
external stekeholders.

An undated DSP states intentions to “Streamline and modemize the administration and
deployment of all workforce training (sworn and civilian) under the Training Services Bureau™
as one of iis objectives, but unlike our Federal law enforcement partners, the Department's
current structure is decentralized. The decentralized training structure of the Department created
a lack of TSB oversight for in-service training and a lack of TSB involveent in training
research and development.

Organization Structure

The FBV's training academy organizational chart (Exhibit 1) clearly defines multiple sections
such as the Curriculum Management and Instruction sections that are responsible for training-
telated activity agency-wide. Exhibit | also displays a strong presence of oversight from
multiple leadership positions for each area of responsibility.

USSS has a similar training structure to that of the FBI in that sll training-related activity is
conducted though its respective raining divisions. The Special Agent in Charge (SAIC) of the
USSS RTC stated that RTC is used for the entirety of an officer, employee, and agent’s career,
and that RTC provides basic training, advanced training, and in-service training. Exhibit 2
reinforces the concept by displaying training-related activity under the responsibility of the RTC.

The Depariment’s current training structure departs from best practices set by other agencies,
such as implementing a centralized unit as the training authority for all of its training-related
activity, Exhibit 3, TSB's organizational chart, displays the main sections for TSB, which
includes In-Service Training, Physical Skills Division, FLETC Liaison, and Entry-level Training.

Comparing the three organizational charts, USCP did not have a robust training unit such as that
of the FBl and USSS. Although the FB! and USSS's budget and size largely exceeds USCP,
their training models should be viewed s a best practice. The FBI and USSS training sections

have a sirong leadership presence with its cadre, which ultimately provides all levels of training
from entry to advance.

Although the Department’s organization chart shows that TSB reports to the office of the CAQ,
operationally the majority of TSB is under the direction of other Department leaders, as one
Department official reported. The cause of the issue stems from having civilian leaders
supervising swom personnel. According to the Depariment official, civilian officials are
typically questioned by USCP executive-level officials about their leadership abilities and law
enforcement experience becausc as civilians they never formally served as swom officers in the
police force like rank and file officers. Additionally, TSB's commander position is comprised of
a swom employee. Over time, that individual is reassigned to another role or promoted, which
also causes a break in the continuity of leadership in TSB.
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Lack of TSB Oversight for In-service Training

A common theme among the Department’s law enforcement partners is a centralized training
structure where controls are in place that are designed to optimize oversight and accountability
for the overall training mission. Without proper controls, training within a unit may alter
objectivity and result in a diminished level of instruction and integrity of individual assessments.

Comparing the Department’s training structure (o Federal partners, it has been noted that any
training-related course and instruction that includes specialized training is overseen by their
respective training division. That type of structure is an example of a proper control

environment that will ensure teaining is completed at an intended standard and individuals are
assessed fairly.

Like other Fedcral partners, the FBI's training division is responsible for all aspects of training
for the agency, which may include leadership, tactical skills, and instructor development training.
As for USSS personnel, training within its agency is standardized among instructors with
experience in their related field to ensure the instruction is properly executed, resulting in fair
individual evaluations.

The Department did not have the proper training structure for optimizing oversight and
accountability for its overall training mission. Although TSR is technically responsible for
training, it primarily focuses on recruit officer training. As a result, TSB has Timited
involvement with in-service training. Our questionnaire disclosed that 85 percent of respondents
having completed specialized training that had minimal, if any, direction from TSB. According
to several respondents, unit teainers created courses, which were approved by the unit
commander and in most cases, there was no input, guidance, or oversight from TSB. Many of
the completed questionnaires stated that units created training based on conference attendance,
other agency training courses, or internal needs. Some of the respondents stated that course
development was reviewed intemally by potential students and critiqued prior to unit commander
approval, yet there was little or no oversight by TSB.

A previous flash report, Investigative Number 2021-1-0003-G, Review of the Events Surrounding
the January 6, 2021, Takeover of the U.S. Capitol Flash Report: Dignitary Protection Division
ond Human Capital, dated October 2021, reported:

DPD’s Basic Agemt Teaining Program is self-managed and comprised of insiructors with additional
responsibilities as active protective agents. According to & former Secret Service Protective Detail
Training Instructor. best practices for speciatized training programs include an unbiased separate
unit to conduct a iraining program thet maintains ¢ dedicated training cadre. Additionally, an audit
the Joint and External Training Section and Protective Detail Training Section of e USSS
recommended a dedicated training s1alf to coordinate and instruct,

Individual Department organizational units are responsible for their specialized or selected
training with little or no involvement from TSB. TSB is responsible for approving lesson plans
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and other administrative duties relating to unit specific training, but ultimately is not involved in
monitoring the actual training. An organizational unit within the Department may have
specialized instructors responsible for training only as a collateral duty while they continue to
perform operationally.

Chain of Command Deficiencies

Another issue with the Department’s overall organizational structure for training is a
circumvention of authority over TSB. A Department official stated there were several
deficiencies invoiving TSB's organizational structure, training practices, and compliance with
Department training policies. The Department official suggested that deficiencies were:

» Non-compliance with training directives
¢ Inefficient use of training resources
* Improper implementation and questionable acquisition of training equipment

A consequence of the Department's organization structure issue is directly related to possible
non-compliance with training directives. USCP Directive 2060.001, Requesis for External
Training, dated May 28, 2012, states,

According 1o the statement from the Department official, TSB approved cxtemnal training at the
request of other Department leaders, which in the end resulted in superseding TSB's decision-
making authority. By diverting the chain of command, external training was approved that may
not align with the Department’s mission. An example of this involved the members of the
Containment Emergency Response Team (CERT) attending helicopter rappelling training from
an external veador. The Department does not own any aircraft, and the training does not align
with the Department’s core mission. In addition, OIG issued Management Advisory Report,
Containment Emergency Response Team Coniracior, May 26, 2021, describing questionable
content on a vendor’s website. The vendor was contracted to conduct training for CERT.

Another issue related to TSB's organizational struciure pertained to the lack of approval of
training plans. USCP Directive 2062.002, /n-Service Training, dated September 30, 2020, states,
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Some Department officials stated that TSB lacked involvement in USCP’s recent purchase of
four new VirTra Virtual Training Systems. The systems are judgmental shooting simulators
designed to train officers to make critical decisions in uncertain, stressful, and rapidly evolving
situations. Procurement documentation stated market research justification was completed by an
official assigned to DPD. Because the acquisition related to the procurement of a training
product, it should have been coordinated and completed by TSB rather than DPD. Additionally,
according 1o TSB personnel, TSB did not have a lesson plan in place for the VirTra simulators
but would send instructors 1o train with the vendor once the system was in place. A former
USSS training supervisor stated as a best practice, an agency’s lraining eatity should be directly
involved in the research and evaluations of potential training concepts and equipment.

Conclusion

The Department’s decentralized training structure is the origin of many deficiencies involving
training within USCP. Such a decentralized organizational structure can create issues with its
chain of command —ultimately decreasing operational readiness. Concerns outlined from the
questionnaires included instructor-created courses were not always reviewed by TSB for
acceptable application by the Department, Statements from Department officials in conjunction
with questionnaire respanses revealed inconsistencies in the approval process for external
training that did not always align with the Depariment’s mission. Additionally, procurement
documentation revealed TSB's lack of invalvement in the research of judgmental shooting
simulators. Therefore, OIG makes the following recommendations:

8 : We recommend the United States Capitol Police transfer
remaining training responsibilities from other organizational units to the Traiving

Services Bureau, esteblishing its oversight for all training-related activity Department-
wide.

Recommendation 2: We recommend the United States Capitol Police implement

guidance establishing the Training Services Burcau’s oversight, input, and approval
authority.

Recommendation 3: We recommend the United States Capitol Police recruit a
permanent training director with Federal level experience and the appropriate
knowledge and skills to oversee the Training Services Bureau.

n : We recommend the United States Capitol Police formalize a
standard process for the research and development of new training concepts and
equipment that lncludes review and approval by the Training Services Bureau, General
Counsel, and the Executive Team prior to adoption.
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Inadequate Training Resources and Facilities

Lack of Training Instructors
A Department training official was asked about resource obstacies TSB faced with conducting
Entry-Level and In-Service classes at the USCP training facility in Cheltenham. The official

stated that one of the preatest hrdles TSB faced was 8 lack of Wraining instructor manpower.
mm official stated that
n many additional fuli-time training instructors because almost every training exercise

required multiple instructors who could coordinate, make on-the-spot corrections, and grade an
event.

On September 27, 2021, a concemed TSB official sent a memorandum entitled “Traini
Services Bureau Increase SiafTing Request™ 1o the Acting Bureau Commander of TSB.

The September 27, 2021, memorandum recommended

conclusion, the memorandum “rccommended that TSB increase the total instructors assigned
rromm4adding by stating that “{w]ith muktiple
instructor intenstve days in the recruit comculum, and an increase in recruil classes coming

through with overlap of up to five classes at a lime, we need to ensurc we have the proper
staffing to support this while sustaining the continuity of in-service training.”

As part of the research into best practices, OlG staff members gathered general information
about the composition of training stafT from partner agencies, which revealed that some partner
agencies implemented effective strategies to supplement training staff. The approximate number
of instructors from partner agencies are listed below in Table |:
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also highly specialized temporary instructors from the various field offices who served for
specified periods of time in a Temporary Duty (TDY) capecity to supplement the full-time
instructors at Quantico. Additionally, the FBi Police division enrolls new recruits in the
Uniformed Police Training Program at FLETC in Glynco, Georgia.

The LETC training stafT in the Department of Veterans Affairs cmploys_
—m its academy in Little Rock, Arkansas where it trains police recruits for its

own agency as well as the U.S, Air Force.

training personnel mostly from their agent and uniformed divisions

The FPS — full-time instructors to meet it needs in al regions, FLETC,
headquarters, and in-service training.

[n an interview with OIG, the Chief of Police for USCP, Thomas Manger, acknowledged the
need for more training instructors at TSB, stating, “ know we need to increase the numbers of
our training stafT but there is nowhere to put them since we are bursting at the scams at

Cheltenham.” He added, however, that with the current officer shortage, [ do not have the
available personnel to do this now.”
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It should be noted that O1G has an upcoming repon, the Review of United States Capitol Police
Recruiting Mechanisms and Re-Employed Annuitant Program, which will review personnel
shortages Department-wide.

Additionally, after providing our drafl of this repott to the Depastment for comment, it came to
our attention that USCP requested for TSB in its fiscal year 2023 budget
request. Furthermore, the Department’s General Counsel recently issued an opinion which
would allow the Chief to waive restrictions on reemployed annuitants. However, USCP needs to
develop related policies and procedures in place to move forward with the program.,

Lack of Adequate Training Facilities

Chief Manger stated he would like to see all USCP training occur “up here,” referting to training
at “their own site™ in the Washington, D.C., area rather than training occurring in many different
locations such as Glynco; Cheltenham; Fort Meade, Maryland; and Quantico. Chicf M

added that the Cheltenham training facility was “inadequale™ and “‘busting at the scams.”

One Department official stated the portion of the Cheltenham training facility assigned to the
USCP was not sufficient for the Department’s needs. Consequently, the facilities cannot
accommodate the anticipated number of new recruit classes and in-service training
simultaneously. The facility has four buildings used for training: Buildings 12, 31, 40, and 231.
The ofTicial also stated that Building 40 was only used as a storage room because it is very small,
has poor lighting, along with moisture, rodent, and insect infestation issues. During this review,
TSB officials gave OIG officials a tour of Building 40, confirming that it was indeed a very
small space useful only as a storage room.

Combined, the other three buildings at Cheltenham contained only four classrooms. A TSB
Depariment official stated the Cheltenhan: facility sometimes had 5 training classes running
simultaneously which “*makes things challenging” when there are only four classrooms. The
official further stated that if the Depariment could provide additional training spece, it would
benefit the TSB at Cheltenham.

Chief Manger stated the Capitol Complex is “enommous with lots of buildings but they cannot
use any of them for training.” He advised he would like to be able to take advantage of some of
this available space for local training for USCP. Chief Manger added that “after hours when
Congress is not in session™ seemed like a good time for USCP to be able to conduct training in
some of these buildings, but “he is getting a lot of pushback on that” idea.

A Department i of the TSB was now to complete Entry-Level training for
the anticipate rather than the [n-Service training for on-board employees.
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The official advised this would be the emphasis for the next few years because TSB did not have
sufficient resources to give equal attention to both programs.

The official also advised the number of personncl in the USCP had grown tremendously over the

past 20 years but the Cheltenham ¢ i onsequently, TSB now has
only enough space at Cheltenham i although the bureau
does not have sullicient manpower to accamphish this. According to the same official, if

Cheltenham could be provided sufficient classroom space for the bureau to run all its classes
during an B-hour day, TSB would become more effective and efficient.

After sending our initial draft report to th ent, it came to our attention
that FLETC Cheltenham recently acquire rom the Department of Energy.
This situation provides USCP with an opportunity to begin conversations with FLETC to expand

its training footprint. The Departiment should explore options to expand within FLETC
Cheltenham.

Conclusions
The Department did not have enough training mstructors to effectwely and effi cuently complete
Entry-Level and In-Service classes at the ltenham.

training stafT resulted in TSB prioritizin

stated, many Federal agencies utilize civilian subject matter experts and

retired law enforcement personnel to supplement training staffs, which allows swom personne!
to focus on operational needs.

The Department did not have adequate training space al ils training facility in Cheltenham to
accomplish TSB's training mission. Given the projected staff increase for the next several years,
the current footprint of TSB is inadequate. As a result, TSB must focus on Entry-Level training

rather than In-Service training for current employees. Therefore, OIG makes the following
recommendations:

Recommendation 5: We recommend that the United States Capitol Police increase its
training staff to inciude the use of civilian subject matter experts as well as retired law
enforcement to enhance its overall training capabilities.

Recommendation 6: We recommend that the United States Capitol Police formally
pursue enlarging its training space at the Federal Law Enforcement Training Center in
Cheltenham, Maryland and/or obtaining appropriate training facilitics in the

Washington, D.C., Metrapolitan Area s a long-term solution for effectively and
efficiently meeting its training needs.
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Non-Compliance with Guidance and Best Practices

The Department did not always adhere to training-related guidance, and its training policies and
procedures were not consistent with the best practices of other Federal law enforcement
agencies.

Accreditation

Research into best practices revealed that the USCP accreditation process did not align with that
of partner agencies. Although the Department follows the Commission on Accreditation for Law
Enforcement Agencies, Inc. (CALEA) standards, many of its partners follow Federal Law
Enforcement Training Accreditation (FLETA) standards, CALEA was established in 1979asa
body of standards designed to improve a law enforcement agency’s Jiabitity, transparency, and
management practices and help them meet their goals for best police practices. It provides

public safety agencies with an opportunity to voluntarily meet an established set of professional
stendards, which require:

e Comprehensive and uniform written directives that clearly define authority, performance,
and responsibilities

Reports and analyses to make fact-based and informed management decisions.
Preparedness to address natural or man-made critical incidents

Community relationship-building and maintenance

Independent review by subject matter experts

Continuous pursuit of excellence through annual reviews and other assessment measures

According to a CALEA representative, roughly 900 to 1,200 police departmens are CALEA
accredited, with a vast majority of them state and local police agencies. As of April 2022, the
Department was accredited at the Advanced level but will be moving a Tier One. A Department
official stated the decision for the Tier One accreditation is due to the reallocation of resources
for reforms stemming from the events of January 6, 2021. The difference between the two levels
is based on the number of standards that must be met. An Advanced level requires 458 of
standards and the Tier One 180 standards. In addition, the Department has been granted two
prior extensions to complete their CALEA re-centification.

However, FLETA is a training accreditation model that many Federal agencics usc and/or have
transitioned to. The mode! was established as a body of standards and procedurcs Federal
agencies could use to cvaluate training academies and training programs used for training
Federal law enforcement agents and officers. Some Federal agencics represeated on the FLETA
Board include the U.S. Marshals Service, USSS, Drug Enforcemem Agency, Federal Law
Enforcement Training Centers, and the U.S. Customs and Border Protection. The intent of using
FLETA was to develop an independent accreditation process that provided Federal law
enforcement organizations with an opportunity to voluntarily demonstrate that they met an
established set of professional standards and received appropriate recognition.
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The FLETA Board is comprised of senior law enforcement and training professionals from
Federal and independent agencies or organizations. The Board's primary focus is to promote
excellence in law enforcement operations through FLETA accreditation of training
academies/programs. The Board meets regularty to conduct business and consider
acadernies/programs for accreditation.

As shown in Tzble 2, USCP is the only Federal agency utilizing CALEA standards while all
other agencies moved to the FLETA accreditation.

Table 2. Accreditation of Partner Agencies

Ageacy Accreditation
USCP CALEA
Federal Bureau of Investigation FLETA and [nternal
Accreditation
Veterans Affairs Police FLETA
Federal Protective Service FLETA
United States Secret Service FLETA

Source: Depanment and Partner Agency Officials,

The Deputy Chief of the VA LETC stated that FLETA “is not a rubber stamp™ but had greatly
improved the VA’s Police training program. As well, the SAIC of the USSS Training Center
stated there are 47 FLETA standards covering policy and evidence that aligns with all legal
requirements for law enforcement training. Six of USSS’s training programs are FLETA-

accredited. The most recent Federal agency to transition to FLETA from CALEA was the U.S.
Mint Police in late 2021.

FLETA’s accreditation program does not burden an agency seeking nccreditation with
substantial expenses. According to a FLETA representative, there is no cost for the accreditation
process itself except for some nominal travel expenses for FLETA assessors incurred if none are
available in the agency's peographic location. CALEA’s accreditation costs arc based on the
number of employees within the agency which can escalate.

Inaccurate Training Records

Maintaining accurate training records for personnel is critical for ensuring an efficient and
effective unit. During 2020, the Depariment designated the APEX system as its training system
of record, which replaced the Training Management system. However, not every organizational
unit in the Department recards its training into the APEX System-~resulting in inaccurate
training records.
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APEX is divided into three modules: leaming, recruitment, and performance. The “APEX
Leaming™ section focuses on training where administrators and training coordinstors can assign
and record training. In addition, end users can view their training records and assigned teaining.

USCP Directive 2062.002, In-Service Training, dated Septeraber 30, 2020, states, “Other
organizational elements will enter Bureaw/Office specific training into the APEX Leaming
module.” From our questionnaire responses, 17 organizational units did rot enter all of their
training records into APEX. Other than APEX, units caplure training on Excel spreadsheets and
attendance rosters. Such practices can lead to inconsistent training records across the
Department.

According 10 questionnaire respondents, not all training was entered into APEX, 54.3% of the
divisions advised internal training was not captured by APEX. Additionally, 69% of the

respondents stated they created Excel spreadsheets or other internal documents to track training
which was not entered into APEX.

The root of most complaints stem from comparing the APEX system to its predecessor.
According to a Department official, despite having completed training on the APEX system,
some personnel have been reluctant or unable to use it. Complaints include trouble with system
navigation, generating reports, difficulty inputting information, and overall user experience. The
Department's Chief Information Officer is aware of the complaints and is collaborating with
TSB to provide additional APEX training to employees.

Firearms Certifications

Although we found that all the sampled individuals had their handgun qualifications for FY 2020
and FY 2021,

certifications for FY 2020 and FY 202i, OIG
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Directive 2062.001 requires that sworn employees must qualify semiannually with their issued
IR < e Octobr 3 snd March 31 and

once between April 1 and September 30.

To determine whether officers received handgun m*usliﬁcaﬁon, 0OIG judgmentally selected
48 officers from the Department's Listing of all active USCP employees as of 093021 w0
validale semiannual qualificatians for handguns an inp FY 2020 and FY 2021. We
reviewed the Department’s FY 2020 and FY 2021 handgu ining. OFf the 48 sampled
officers, all 48 sampled ofTicers had their handgun qualifications for FY 2020 and FY 2021.

5 may not have be € 1o ensure

were properly qualified.

The GAO Srandards for internal Conirol in the Federal Governmen, doted September 2014,
state:

Management establishes expeciations of competence for key roles, and other roles st management’s
discretion, to help the entity achieve its objectives. Competence is the qualification to carry out assigned
respomsibitities. 1t requires relevant knowledge, skills, and abilities, which are gained largely from
professional experience, training, and certifications.

In this case, USCP management set its expectati i i i
for‘us that guidance does not identi

As previously mentioned

¥ AC-000-75, Deployment, Storage, Security and Accountability _nl:tl
Sepiember 30, 2010
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individwals usin i to an officer causing harm 1o themselves or
others.

Online Training

On October 15, 2019, TSB issued Bulletin 19.65 - FY20 Mandatory Training Launches October
13, 2019. and Bulletin 20.133 - £¥202! Mandatory Online Training Modules Available in APEX
Learning, dated November 13, 2020, lists required online training for USCP employees. OIG
Jjudgmentally selected 48 officers from the Department's Listing aof all active USCP emplayees as
of 09 30,21 to validate online training for FY 2020 and 2021. USCP was unable to provide the
online training records for FY 2020 because the new online training tracker, APEX, did not go
into use until Calendar Year 2020, However, the Department was able to provide the sampled
officers FY 2021 online training records. OIG found that 88 percent or 42 of 48, of the sampled
officers completed all required online training for FY 2021, Though TSB achieved 88 percent
compliance, TSB can improve with better compliance monitoring.

GAQ Standards for internal Cantrol dated September 2014 state:

Management monitors the intemal controf system through ongoing monitoring and separate evaluations.
Ongaing monitoring is built into the entity's operstions, performed continually, and responsive 10 change,
Separate evaluations are used periodically and may provide feedback on the effectiveness of ongoing
monitoring,

Without better monitoring, officers may not receive vital training that enhances security, safety,
and health,

Cyber Security Training

Directive 2081.007, Account Management, dated August 24, 2020, requires that officers take
yearly cyber security training.”. OIG judgmentally selected 48 officers from the Depariment’s
Listing of all active USCP employees as of 09.30 21 1o validate officer’s cyber security training
for FY 2020 and 2021. For FY 2020, we found that all 48 officers sampled had taken the
required cyber sccurity training, However, in FY 2021, only 81 percent, or 39 of the 48 officers,
took the cyber security training. That likely occurred because the Office of Information Systems
(OIS), which is currently responsible for ensuring the completion of cyber security training, did
not effectively monitor officers for compliance with cyber security training. However, training
is not OIS’s main function and it may be preferable for TSB 1o be responsible for all training,
including, cyber security training. Without better monitoring of cyber security training,
Department employees may become lax and compromise the USCP’s information systems,

* For the purposes of this report, OIG will use the term “cyber sceurity training™ 1o encompnss 2020 1T Security
Awareness Tralning Phase [, 2020 IT Security Awareness Training Phase 2, 2021 Cyber Security Core Training,
and 2021 Cyber Security Core Training Phase ).
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Conclusion

USCP’s accreditation process did not comply-with those of partner agencies. In addition, the
Department did not adhere to guidance related tQ traini rds, and we found that USCP's
guidance did not identify who must be qualificd Furthermore, TSB should have
incrensed oversight of cyber security and online training for compliance with guidance.
Therefore, OIG makes the following recommendations:

Recommendation 7: We recommend that the United States Capitol Police transition to
the Federal Law Enforcement Training Accreditation.

dation 8: We recommend the United States Capitol Police ensure it provides
additional APEX training to users designated as administrators and training
coordinators.

Recommendation 9: We recommend that the United States Capitol Police implement
additional controls for ensuring all completed training in captured in APEX per United
States Capitol Police Directive 2063.002, In-Service Training, dated September 30, 2020,

: We recommend that the United States Capitol Police implement
guidance clearly identifying which officers or pos reqalr*ualiﬂcation to
as.

ensure an accurate accounting of officers needin ualificatio
Recommendation 11: We recommend that the United States Capitol Police increase the

Training Services Bureau's oversight for compliance with cyber security sad online
training,
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Appendix A
Page 1 of 2

Listing of Recommendations

Recommendation 1: We recommend the United States Capitol Police transfer
remaining training responsibilities from other organization units to the Training

Services Bureau establishing its oversight for all training-related actlvity Department-
wide.

Recommendation 2;: We recommeand the United States Capitol Police implement
guidance establishing the Training Services Bureau’s oversight, input, and approval
authority.

Recommendation 3: We recommend the United States Capitol Police recruit a
permanent trainlng director with Federal level experience and the appropriate
knowledge and skills to oversee the Training Services Bureau.

Recommendation 4: We recommend the United States Capitol Police formalize a
standard pracess for the research and developmeat of new training concepts and
eguipment that inctudes review and approval by Training Services Bureau, General
Counszel, and the Executive Team prior to adoption.

Recommendation 5: We recommend the United States Capitol Police incrense its
training stalf to include the use of civilian subject matter experis and retired law
enforcement to enhance its overall training capabilities.

Recommendation 6: We recommend that the United States Capitol Police formally
pursue enlarging its training space at the Federal Law Enforcement Training Center in
Cheltenham, Maryland snd/or obtaining appropriate training facilities in the

Washingten, DC Metropolitan Area as a loag-term solution to effectively and efficiently
meet its training needs,

Recommendation 7: We recommend the United States Capitol Police transition to the
Federal Law Enforcement Training Accreditation.

Recommendation 8: We recommend the United States Capitol Police ensure it provides

additional APEX training to users designated as administrators and training
coordinators.

Recommendation 9: We recommend the United States Capitol Police implement
additional controls to ensure all completed training in captured in APEX per United
States Capitol Police Directive 2063.002, In-Service Truining, dated September 30, 2020.
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Appendix A
Page2of2

Recommendation 10: We recommend that the United States Capitol Police implement
guidance clearly identifying which officers or positions requiv*]ualiﬂmﬂon to
ensure an accurate accounting of officers needin-ualiﬁu as.

Recommendation 11: We recoramend that the United States Capito) Police increase the
Training Services Burenu's oversight for compliance with cyber security and online
training.
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Appendix C

Department Questionnaire

APSCR Frdvsient Qb |t Dpwrommetiry,
Mama [/ Tt

USCP{Agency Diviors

7

a

What b the spprosimste usbir of persorrwl In your dadsion? Do you have an srgasimtion
chart for your divigion? i 3o, plews s 5 copy wivmn tending your cesposse.

Do you lave an adepsain cesnbar of personnet lor you b aczeoaplich your seissian? How mudh
overtima do you svarnage QuTentiy? How muth ovartime did you svarage prior to Jenuary 6,
ay

How tany houwrs of trasung i condutad i & morchly, quartarly, and asneal basis i your
divioon?

Plansa lat u9 positions with thalr respective traiaing requirerments {s.2., HD
Obfioer — ALERT frsarm qualifcrhomn, etc)

s thare an indandual i your division responsibis for trainiag?

Do youhave desigmted instruciors within your division® How miny desipated asrucorn are
assigned to your divicion? How many hows i » typical year do they spend oa trasmng relatad
eposbiits? Are thesa desgnatud sETUCEar swors of Canlion?

Do thy hold sy cartificetions = insreckors? i ao, wht cortificetiona?

How aften are an instnartor's tralning contificstions renewed?

Pianse list tYnining couses/eciivites Uit sie conductad snd smagail by yoser dhvision.

10. Flance Sz how Often Chace Coatul/RCERtEs OO, monthly, UMY, oF Swranilly?

11, What qualifications 2¢ egqued v tasch aach course Estad in quastion 857

12. Pieasce st training mourses/activities that are conductad 3ad menaged by T53 for your divisos

{1 noe the USCP, by the specific agency’s centralized training divhion). Mlesse indiude the
mowber of hours per cowrse.

13. k thare an appraving suthority for adding new coses?

14. What b the approving process for mbding new cassm?

15 What ase the ansusl memistory traseng regussments Moy your dhvishon?

3
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Appendix C

Page 2 of 2
Department Questionnaire

16 Wha s the ratio of camsplizes snd delrapsent tralog requirements [Estad by quartar and by
yuar for 220 and 2121 ? Wis b respoesiiis for sesineng ad eusring ervployees e
compliance with traising eaquirements?

17 Dost your dhasce Supve & designanes trairng cooristnr? Whe i sscprd s tha traleng
COOnERSTS far your divisin snd what tre thelr duties? How many bivets I8 2 oypical year do
they spend c training related responsibifiies?

18. What sre Bw reguiresvents to bacowm & Waining coundinstor?

19, s your dadslon’s training anfiostr & swarn or chillan amployes?

T Are the Sthes ireclving tralning coondination amaldered 22 an inbklithnl raspovelhibty? ¥ so,
wing parcactage of thait time s spent on training resposiiclivie?

21 ¥ applcable, wittl baining S repuirud t Secoine & training coontineeoe?

22, Dots your trieming cooninater canducs rejaarth nto anerping trands and techasiogms rakative
0 your divislow’s ypecific mizsion?

23 Dows your traming coandinsier astablish relatorobips with pther antities avihu the departrset
O with suzside covemmem/aon-poverrenen entities for miditiany traming resmarces ¥ Do you
cartidipats in jule wrainiag with any other Deparoment or nes-Deparamert enthiles? If 50, who
sl oorws oiftun?

24, What eatuaivefients St et it t0 tinte or (0 dellver 3 TG cowrse?

25 Whun type of training rexond beeping syshem dees your dissaon otiee B0 e g

26 b afiof your valeing trackad i APEN?

27 s this cecord keeping synem raadily accessihie by exlividual smployeds 5o thiry ca datersine if
they ary Caivent oo theis ruandirow'y raining?

2R Mow are esspioyens nctified of marsiscowy Tiining/ wespors qualfioions?
29 5 your budget adequate for you t accomplish you mission?
30. How is your division rted for traming performance?

31, What improvernonts would you kke to see made to TSR?
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CONTACTING THE OFFICE OF INSPECTOR GENERAL

Success of the O1G mission to prevent fraud, waste, abuse, or missmanagement depends on

the cooperation of employees and the public. There are several ways to report questionable
activity.

Call us at 202-593-3868 or toll-free at 866-906-2446. A confidential or anonymous message
can be left 24 hours a day/7 days a week.

Toll-Free
1-866-906-2446

Write us — we are located at:

United States Capitol Police

Atin: Office of Inspector General, Investigations
119 D Street, NE

Washington, DC 20510

Or visit as — we are located af:
499 South Capitol Street, SW, Suite 345
Washington, DC 20003

@ You can also contact us by email at: QlG@USCP.GOY

When making a report, convey as moch information as possible such as:
Who? What? Where? Whea? Why? Complaints may be made anonymously or you may
reguest confidentiality.

Additional Information and Copies:

To obtain additional copies of this report, call OIG at 202-593-4201.






