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PREFACE 

The Office oflnspector Genera l (OIG) prepared this report pursuant to the 
Inspector General Act of l 978, as amended. It is one of a series of audits, reviews, 
and investigative and special reports OIG prepares periodically as part of its 
oversight responsibility with respect to the United States Capitol Police (USCP) to 
identify and prevent fraud, waste, abuse, and mismanagement. 

This report is the result of an assessment of the strengths and weaknesses of the 
office or function under review. It is based on interviews with employees and 
officials of relevant agencies and institutions, direct observation, and review of 
applicable documents. 

We developed our recommendations based on the best knowledge available to OIG 
and discussed the draft: with those responsible for implementation. It is my hope 
that the recommendations will result in more effective, efficient, and/or economical 
operations. 

I express my appreciation to those contributing to the preparation of this report. 
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The United States Capitol Police (USCP or the Department) maintai ns a Crime Scene Search 
(CSS) Unit, which is responsible fo r collecting, receiving, identifying, processing, documenting, 
preserving, securing, transferring, and disposing of physical evidence obtained from crime 
scenes within the jurisdiction of USCP. 

In a memorandum dated July 3, 20 13, the Ch ief of Police requested that the Office of Inspector 
General (OIG) conduct an aud it of controls over evidence because the CSS Unit mixed physical 
evidence from multiple cases. That incident allowed the defense attorney to question the 
evidence, weakening the prosecution's case. 

The objectives of this audit were to determine ir the Depart ment ( I) had adequate internal 
controls to ensure the integrity of evidence and (2) compl ied with applicable laws, regulations, 
and guidance pertaining to management and operation of its program. The audit scope included 
controls, processes, and operations during Fiscal Years (FYs) 20 13 and 2014. 

Overall, the Department needs to improve internal contols for ensuring the integrity of physical 
evidence collected, secured, and processed . White CSS manually accumulates data regarding 
receipt and disposition of evidence in log books, it would be time consuming and burdensome 
for CSS to assemble a composite listing of all physical evidence secured in the CSS Unit within 
a timely manner. CSS did not have guidance to provide criteria for determining which log book 
should be used. The only comprehensive and up-to-date list that CSS maintained was for ·'drug 
evidence.'' OIG used the drug ev idence list to conduct a physical count of CSS drug evidence 
and noted no exceptions. Department officials indicated that they were reviewing whether its 
current property management inventory system could log evidence and produce a composite list 
of physical ev idence for inspections and audits. 

Doring an October 9, 20 l4, walkthrough of the CSS Safe Room, we noted items-such as a 
bulletproof vest, a bicycle tire, and a rape kit-that would not be included during either an 
inspection or audit. Although OIG did not find any exceptions while conducting a t00-percenl 
count of drug evidence, the lack of a complete list of items in the CSS Safe Room could allow 
abuse and theft to go undetected. 

~ USCP guidance. Standard Operating Procedure (SOP 
--dated March I, 2004, requ ires " routine'' inspections, the SOP does not provide for a 
frequency or specific instructions on conducting inspections. CSS did not have underlying 
documentation for guidance to st1pport the routine inspection or audit results. In addition, CSS 
did not have documentation that supported transfer and destruction of contraband ammunition 
transferred to the USCP F irin Ran e as best practices require. SOP No. -

dated November 1, 20 12, does not specifica lly discuss 
destruction of ammunition. According to Department officials there is a draft SOP that should 
address and provide specific instructions for transfer and destruction of ammunition. 
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rove h sical security of eYidence. For example. CSS did not regularly 
review the as requited. As a result. unauthorized 
individuals a acces to areas w ere ev1 ence was stored. During the audjt. the Department 
immediarely corrected this weakness and removed rhe names ofnnautborized indi, •iduals with 
access to the Lab and Safe Room. 

Testiu revealed numerous in.stances of noncompliance with SOP No- and SOP No. 
June 29. 2001. For example. CSS did not consistently 

morutor case Jae "et comp ehou or uus-srng documents or consistently evaluate SOPs to reflect 
current procedures. 

Ineffective controls. noncompliance with SOP . and 011tdated guidance provide opp0111.mities for 
misuse aud theft of physical evidence CSS maintains. Duriug our audit. for example. evidence 
from a stolen property case-a ikon camera valued at npproximately $10,000 when new- was 
temporarily missing from the Safe Room. Upon conclusion of its investigation, the Department 
noted that the Officer did not fo llow procedmes. 

Oppomlllitie may exist for the Department to use its resoun:es in a more efficient and effective 
manner. For example. an electronic system to log. and track evidence could sa,·e the Depai1ment 
about $6,000 each year in labor costs. 

To develop more etlicient and effective controls over accountability of evideuce to detect and 
prevent fnmd, waste. abrn;e. aud mjsmnuagement. we recommend that USCP establish detniled 
written internal controls aud processes as well as update its SOPs. Additionally. USCP should 
establish a consistent system of monitoring cootrnl procedw·es tbat will etJ$tu-e compliance with 
applicable guidance and be&t practices. See Appendi~ A for a complete list of 1econunendations. 

On ~tarcb 10. 1015. OIG conducted au exit conference witl1 Department officials and provided a 
draft t'epoJ1 for comment. We it1corporated the Depm1ment's co11lllleu1s as applicable and 
attached responses to the report in its entirety in Appendix B. 

BACKGROl.~1) 

The United States Capitol Police (USCP or the Depa11ment) maintains the Crime Scene Search 
(CSS) Unit within the Patrol Mobile Response Division (PMRD). which is part of the 
Operational Se1v ices Bureau. CSS has se\·en Crime Scene Search Officers (CSSO~). one 
Sergeant. and eight au.xiliary CSSOs. USCP trains and certifies swom e111.ployees in the 
tecbni ues of iuvesti,rntiniz and processing crime cenes accordin to USCP Dir~tive 

dated Mny31,2013. SOPNo. 
ated March 11. .::?01 L defines the role of CSS-collect. receive, identify. 

process. ocument. preserve. secure. transfer, and dispose of physical evidence obtained from 
crime scenes in USCP jurisdiction. With approval from the Watch Collllll8nder. CSS can assist 
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other agenc ies,2 such as the Metropolitan Police Department (MPD), Supreme Court Police, and 
Amtrak Police when the other agency does not have a CSSO avai lable to process a crime scene. 

Once the responding officer determines an area a crime scene, USCP dis atches a CSSO. The 
CSSO documents his or her activities with forms such as the 

The CSSO is responsible for collecting and storing any tangible 
evidence discovered and/or contraband for destruction (CFO) in the designated CSS Safe Room 
inside the Evidence Lab. CSS stores all testing equ ipment and log books in the Evidence Lab. 

The Department uses a set of paper-bound log books, as shown in Figure 1, to record evidence 
when it is received, transferred, and disposed. The evidence books consist of a USCP log, an 
MPD log, and a Safe Log. There are two editions of each to accommodate for the volume of 
data. 

Depending on whether USCP or MPD 
will be responsible for long-term 
custody of an item, the CSSO determines 
which log book to record the evidence. 
CSS has no guidance or criteria for 
detennining which log book is used. 
Specifically, the Safe Log contains both 
in and out movements. CSS transfers 
items recorded in the MPD log to the 
MPD evidence faci lity. USCP officers 
either find or confiscate CFO items (such 
as pocket knives, brass knuckles, and 
prohibited items) at various checkpoints. 
CSS officials periodically collect and 
store any CFO items before having them 
destroyed at a non-hazardous waste 
destruction faci lity. 

Figure 1 - USCP Evidence Log Books 

Source: OIG photograph. 

Other USCP offices participate in the control activities over evidence. Representatives from the 
Office of Professional Responsibility (OPR) assist CSS in performing inventories of drug 
evidence twice each year, also a part of the Commission on Accreditation for Law Enforcement 
Agencies (CA LEA) accreditation process. The Office of Policy and Management Systems 
(OPOL) conducts an annual audit of evidence that MPD maintains. OPOL performs that audit as 
part of the CA LEA accreditation process. OPR is also involved in the evidence controls by 
assisting CSS in the destruction of CFO. According to guidance, OPR visually inspects evidence 
marked for destruction ensuring proper documents, security, and transport to a destruction 
faci lity. In addition, external organizations such as the Drug Enforcement Administration (DEA) 
provide testing of drug evidence and provide CSS with a DEA Lab Number. 

Directive, _ May 2012, discusses the " Extended Jurisdiction zone'' and 
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On June 27, 2013, the Washington. D.C.. District Com1 noted that USCPiCSS persollllel 
coming.led evidence from two cases. Tue incident allowed the defense attorney to question the 
evidence, weakening the prosecution· s case . . .<\.s a result. in a memorandum dated July 3, 2013, 
the Chief of Police (Chief) requested that the Office of Inspector General (OIG) conduct an audit 
of controls over evidence. 

OBJECTIVE, SCOPE, A.'\"D l\ilETHODOLOGY 

OIG conducted this pe1fonnance audit to dete1miue if the Department ( 1) had adeq11ate internal 
controls that ensured the integrity of evidence collected from crime scenes in USCP' s 
juris<liction and (2) complied with applicable laws. regulations. and guidance pei1aining to 
management aud operations of its progrnm. Our scope for this audit included CSS controls. 
processes, and operations during. Fiscal Years (FYs) 2013 and 2014. For CFD we used Calendar 
Year (CY) 2012 and CY 2013 data because CSS had not scheduled the CY 2014 CFD. 

To accomplish mu· objectives, we interviewed CSS officials and reviewed documentation to gain 
an understanding of the following areas: 

• Controls relating to the collection, processing. storage, and destrnction of USCP 
evidence. 

• The number and type of evidence located in the CSS Safe Room. 

• Previous and ongoing OPR iuvestiizations related to CSSOs. 

To nssess the adequacy of internal controls over evidence. we conducted iudependent cmmts of 
inventory lo ensure that the Depaitmeut had properly secured evidence in its custody. We 
conducted a count of 103 irems (JOO percent) of dmg evidence in the custody of CSS on 
NoYember 10, 2014. Of97 CFD items awaiting destntction in the custody of CSS on Janua1y 9. 
2015. we verified a sample of 15 items existed from the CY 2014 burn list by selecting e\"e1y nth 

item from the list of the total 97 CFD items to verify existence. CSS did not record CFD items 
on a comprehensive listing tmtil boxed for de tmction. so we randolllly veiified fill additional 10 
CFD items found in the CSS Safe Room to verify that they were entered as CFD in the log 
books. Tests of e,·idence in the custody ofMPD. com,isted ofvalidatiug transfer papenvork. 

To detennine compliance. we re,·iewed the following guidance, listed by date: 
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We tested a random sample of 32 of 6 J l case jackets compiled during FY 2013 through FY 2014 
for compliance with SOPs. We also tested a sample of 45 of 431 items located on the CY 2012 
through CY 20)~ burn lists to ensure compliance with SOPs. We nlso reviewed guidance from 
the Govenunent Accountability Otlice (GAO) and other indm,try best practices. 

OIG conducted this performance audit w Washington. D.C .. from September 2014 through 
January 20 J 5 u1 accordance with generally accepted govemmeut auditing: standards. Those 
standards require that we plan and perfonu the audit to obtAin sufficient, appropriate eYidence to 
provide a reasonable basis fo1 ow· findings and conclusions based on our audit objectives. We 
believe that the evidence obtained provides a reasonable basis for our fu1dings and conclusions 
based on our audit objectives. On Febmary 23, 2015. we provided a draft copy of this report to 
Department officials for comment. On March 10. 2015. we conducted an exit conference. We 
incorporated Department comments as applicable and attached its response to the report in its 
entirety as Appendix. B. 
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RESULTS 

Overall, CSS needs to improve internal controls and processes that would ensure the integrity of 
evidence collected, received, identified, processed, documented, preserved, secured, transferred, 
and disposed of, obtained from crime scenes in USCP jurisdiction. CSS did not always comply 
with or have documentation supporting compliance with guidance or best practice requirements. 
During this time of budget constraints, the Department has opportunities to promote cost-savings 
techniques and use its limited resources in a more efficient and effective manner. 

Internal Controls Need Improvement 

GAO's Standards for Internal Control in the Federal Government (GAO-14-704G, September 
2014) define internal controls as a process affected by an entity's oversight body, management, 
and other personnel and providing reasonable assurance that the objectives of an entity are 
achieved. GAO classifies objectives and related risks into one or more of the following three 
categories: 

• Operations - Effectiveness and efficiency of operations 
• Reporting - Reliability of financial reporting 
• Compliance - Compliance with applicable laws and regulations 

Although USCP established operating procedures for CSS to accomplish its mission, some areas 
need improvement. For example, CSS did not maintain a composite listing of evidence items for 
which CSS was accountable in its secured Safe Room. CSS maintains several manual paper­
bound entry log books, which are not effective unless the entries are reconciled to an all­
inclusive list that is up to date. In addition, procedures do not provide guidance for conducting 
an audit, inspection, inventory, or documenting procedures performed. Also, the Department 
lacked an explicit SOP requiring CSS to maintain proper documentation in support of contraband 
evidence such as ammunition transferred to its firing range for destruction. Furthermore, we 
noted multiple individuals with inappropriate access to the CSS Lab Room and Safe Room. 

Lack of Composite Inventory Listing 

USCP lacked a composite inventory listing of physical evidence secured in the CSS Unit. The 
Department manually records in log books incoming and outgoing evidence, which USCP 
considers its control record. However, for CSS to generate a listing of evidence in the Safe 
Room from the numerous log books could become time-consuming, manpower intensive, and 
cumbersome. Items in the Safe Room can include one of three control numbers, which can be 
used to trace items in the log books. The items in the log books are recorded in chronological 

• order, thus making the performance of a complete inventory difficult. The nature of manually 
recording transactions is inefficeint and subject to errors. Use ofan electronic system, however, 
would provide additional safegaurds. CSS would benefit from a system that can produce a 
complete and current list in a timely manner of all items for which CSS is accountable. The use 
of outdated controls, such as manual log books, could facilitate circumvention of those controls. 
GAO's standards, Physical Control Over Vulnerable Assets, state, 
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Management establishes physical control to secure and safeguard vulnerable assets. Examples 
include security for and limited access to assets such as cash, securities, inventories, and 
equipment that might be vulnerable to risk ofloss or unauthorized use. Management periodically 
counts and compares such assets to control records [emphasis added]. 

The only complete list of items that CSS maintained was an electronic list of drug evidence. 
CSS did not track items such as CFO, items intended for safekeeping, or items awaiting transfer 
to MPD on a composite and current listing. As a result, Department offices did not count all 
items during inspections and audits because of the lack of a complete or updated control list of 
items secured in the CSS Safe Room. For example, during our October 9, 2014, walkthrough of 
the CSS Safe Room, we noted several items that would not be included during any inspection or 
audit. Such items included a bulletproof vest, bicycle tire, and rape kit. In addition, according to 
CSS, one of the sealed lockers contained computer equipment from a Senate Committee dating 
as far back as 2004. According to a USCP official, the Department returned the computers to the 
Committee during our audit. 

On December 2, 2014, The Washington Post, published an article entitled, "FBI Agent Accused 
of Tampering with Evidence Signed Drugs Out, Documents Say." The article suggests that a 
Federal Bureau oflnvestigation (FBI) agent pilfered drug evidence from multiple cases, resulting 
in the FBI dropping charges against 28 defendants. The agent also allegedly seized two firearms 
along with marijuana from a home and car search without ever submitting the items as evidence. 
A subsequent Washington Post article published on January 16, 2015, describes how the agent 
circumvented controls. According to the article, the agent 

(I) forged the signatures of supervisors in log books prepared manually to remove drugs 
from the evidence room, 

(2) removed barcodes from bags with which he tampered and added a powdered laxative to 
ensure that bags weighed close to their original weight and reattached barcodes to newly 
heat-sealed bags, 

(3) forged agent signatures on new bags, and 

(4) resubmitted the new bags into the evidence room. 

Although OIG did not find any exceptions while conducting a I 00-percent count of drug 
evidence, the lack of a complete list of items in the CSS Safe Room could allow abuse and theft 
to go undetected. USCP should strengthen its current control environment to ensure that 
incidents similar to those described earlier and in The Washington Post article do not occur 
within the CSS Unit. At the exit conference, Depattment officials indicated that they are 
reviewing whether their current property management system would be capable of logging 
evidence. 
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Inadequacy of Inventory Guidance 

The Department did not have Figure 2 - CSS Drug Evidence 
adequate invento1y guidance 
related to periodic counts and 
reconciliations of evidence and 
other items secured in the CSS 
Safe Room. 

Although USCP SOP No.■ 
- discusses conducting 
"rontme " inspections, the 
guidance does not include 
explicit instmctions on how or 
the frequency of such 
inspection& that each office or 
CSS persowiel are assigned to 
conduct. As a result. without 

USCP following. explicit and Sourc~: OIG pbotoi:raph ofCSS droa e,idto~. 
specific instmctions. 
inspections could come W1der questiou. USCP requires tllree types of physical inventories of 
CSS evidence. First, the CSS Supervisor conducts a monthly inspection of drng evidence. 
Second. OPR conducts a twice-yearl, audit of drug. evidence. Third, OPOL conducts an annual 
audit ofUSCP evidence held by MPD. 

There are areas in which USCP could strenf?the-n its procedures. For example, the u10nthly 
inspection should include any evidence located within the CSS Safe Room. In fact , a fonner 
PMRD Captain sent a November 21, 2013. memorandUUl requiring that CSS include "all 
evidence" located within the CSS evidence locker in the mouthly inspection. However, a re\'iew 
of reports revealed that CSS continued to primruily count chug evidence during. its monthly 
inspection, observed CFO as packaged. and noted as doctUneuted any item tnmsfened to l\fPD. 
Below is an exce1pt from a Jw1e 2. 2014. report. 

On June:!. 2014. an inspection was conducted of items physically held in the CSS Lab. 
Thi inspection included Drug. Evidence and Contraband for Destruction. Items we1e 
checked based on their [Cnme Scene Exauunation Section] CSES munber. Ite~ for 
CFD were confinued to be packaged and prepared for des011criou. Drng Evidence was 
checked ro ensure it had received n 11tllllber from tile DE..<\. and if the case bad been 
adjudicated if it had been released and processed for destmction. In addition regular 
evidence that goes to MPD Evidence Control Facility for storage was checked to enstu·e it 
bad been documented as rransfe1Ted to MPD. All items reviewed were found to have 
been properly documemed and were all m their proper Iocanons .. .. 

CSS did not maintain docurneulatiou supporting tue procedures when perfonnin.g an audit or 
inspection of items within the CSS Snfe Room. As a result. no transparency or accountability of 
procedures conducted existed. The most recent monthly report that CSS conducted. dated 
October I, 2014, also did not include the in eutory of all items as PNlRD requested in November 
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2013. According to CSS, neither CSS nor the other offices weighed drug evidence to ensure that 
pilfering had not occurred during any of the inspections. 

As CALEA Standard 84.1.6, Figure 3 - CSS Safe Room 
Property and Evidence Control. 
requires, OPR conducts a twice­
yearly audit of CSS evidence in the 
CSS Safe Room. shown in Figure 
3. We reviewed the three most 
recent CALEA Property and 
Evidence Unannounced Inspection 
Report, which OPR conducted in 
October 2013, March 2014, and 
August 2014. 

Our review showed that OPR used 
the word "approximately" 
frequently throughout the reports. 

For example, the report dated Source: OIG photograph ofCSS Sare Room, CP-D boxes arc stacked in 
August 15, 2014, states, the corner. 

"Approximately forty (40) items that consisted of drug related evidence were inspected at the 
CSS/PMRD." An inventory audit report should state the precise number of items counted from 
the total universe and the scope of review. 

As CALEA Standard 84. 1.6 requires, OPOL conducts annual audits of items stored at MPD. For 
the audit on August 22, 2014, OPOL selected a sample size of 32 of the 357 items stored at 
MPD. The OPOL Accreditation Manager stated that the sample size was limited because oi time 
constraints. A sample should be representative of the universe3 from which it is derived, and 
OPOL should document the sampling methodology. Neither CSS nor OPOL could provide any 
documentation in support of the inventory audit of MPD. Departmental guidance does not 
provide instructions about requ iring or maintaining documentation in support of the audit 
procedures performed. Documentation would allow for an independent assessment of audit 
conclusions. 

Lack of Documentation to Support Ammunition Destruction 

CSS did not have documentation to support the transfer and destruction of contraband 
ammunition transferred to the USCP Firin Range as best practices require. SOP No. -

dated November I, 20 12, does not specifically 
discuss destruction of ammunition. International Association of Property and Evidence(IAPE) 
Professional Standards are widely accepted as a best practice in evidence handling. Section 4.4, 
Documentation - External Movement, of the standard states. ''Whenever evidence is transferred 
from the property room to an external location, such as court, the crime lab, or other agency, its 
destination and the person responsible should be tracked and monitored by either a paper 
electronic tickler file until it is returned, or its final disposition is documented:' 

3 According to GAO standards, Using Statistical Sampling. GAO-PEMD-10.1.6, the auditor should state the 
population or universe from which a sample is selected. 
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We inspected documentation for 45 of the 43 l CFD .items on the CY 2012 through CY 20 I 4 
buril lists to detennine if CSS properly completed destruction documentation. Our sample of 45 
included 3 items described as ammunition-related disposals. When identifying ammunition 
classified as CFO, USCP .transfers the ammunition from CSS to the USCP Firearms Range for 
destruction. When transferring ammunition to the range, CSS stated t.hat a range official signs 
the log book to show the transfer occltrred. For the three items reviewed, the log bo.ok did not 
contain the signatures of any range officials. Of the three items inspected, the documents 
showed the range official who accepted the ammunition for two of the items, ~nd for the other 
item the document simply stated ammunition transferred to the range. No other documentation 
existed supporting transfer of ammunition to the range. As a result, CSS did not. properly 
document. the. transfer of ammunition to the range. Such a lack of documentation when 
transferring ammunition could leave ammunition vulnerable to misuse or theft. Most 
importantly, 010 recommended in a previous report (Performance Audit qfthe United States 
Capitol Po.lice C:on(rols Over Ammunition, Repoti No. OIQ-2014-03, dated March 2014), that 
the Department develop a process for destruction of confiscated and/or damaged amlli.uilitiori. 
Acco(ding to an official, the Department has a draft SOP that is going through the clearance 
process. 

Physical Security Over Evidence Ne.eds Improvement 

.GAO standards, Sectio.n IO.OJ, Physical Control Over Vulnerable Assets, state, "Management 
establishes physical con~rol to secure and safeguard vulnerable assets. Examples inclt.Jde 
security for and limited access to assets such as cash, securities, inventodes, and equipment that 

. might be vulnerable to risk of loss or 
un~uthorized use .... " 

However, the Department needs to improve 
physical security over the CSS Unit where 
evidence is stored. USCP Directive_ 
states, ''Ensure all evidence in your custody is 
properly recorded and secured in the Evidence 
Room." Although CSS $tored evideri.ce behind 
locked doors, personnel not assigned to secure 
areas of CSS had. access to 'the locked doors. As 
shown in Figure 4, USCP secured th.e entrance to 
the CSS Lab Room wjth a proximity card reader 
and keypad. According to CSS, 23 personnel (7 

CSS Officers, I CSS Sergeant, 8 CSS Auxiliary 
Officers, and 7 individuals by virtue of rank and 
supervisory role) should have access to the. CSS Lab Room. Of the 23 personnel, 20 should have 
access to the CSS Safe Room. The Security Servic¢s BtJreau (SSB) Security Manager 's 
Definition Report dated October 10, 2014, shows 59 individuals with access to the.Lab Room 
and 26 individuals with access . .to the Safe Room; As shown in Ta.hie I, our comparison of the 
number of individuals with access to the CSS Unit and the number of individua ls assigned to 
those areas revealed that 36 of the 59 individµaJs had inappropriate access to the CSS Lab Room 
and 6 of 26 had inappropriate acces.s to the Safe Room where drug evidence is stored. 

JO 
Performance Audit ofUSCP Controls Over Evidence 010•201S:03. March 2015 



Tablt' 1 - ludhiduals with Ac:rt'li~ to tbt' Crimt' Srt'Dt' Starch t:oit Lab and Saft' Rooms 

Number of /11dMdNals NNmber of /t1dfridual Numbt>r of / 11dhiidNals 
with Actual Areess H'ilh Aulhorlud Acres with Inappropriat, 

Arress 

Sourre: SSB LisrinR Sourc-e: CSS L/Jtit1R Sourl'e: O/ G 
CSS l.Jnlt Dated Octobtr 10, 20JJ Datt>d Oct ob" 10, ]OJ 4 Ge11,rated 
Lab Room 59 '.) ... __ , 36 
Safe Room 16 20 6 

Sourc~: OIG eeneraf~d from CSS and SSB lisfiniis dated Orrob~1· 10. 2014. 

Tue list of individuals with acces spauned personnel from numerous clivi ions including. 
Hazardous Incident Response Division (HIRD). Hazardous Materials Response Team (HMRD. 
House Division. the Capitol Division, OPOL. the Libra1y of Congress Division, the Dignitary 
Protection Division. and Patrol. Of the individual with access, a high percentage wa from 
HIRD and HURT. Thi undoubtedly occurred because HMRT occupied the same space as CSS 
until 2011, and the secmity officer never removed lmautborized individuals' names through SSB. 

Tue presence of unauthorized indiYidual with acce s to area where physical e,•idence is stored 
creates a lax control environment. which allows ecured physical evidence to become vulnerable 
to abuse. misuse. and mi appropriation. Fmthennore. twauthorized acces to the Lab and Safe 
Room could leave the Depanment vulnerable to accu ations that they are not properly 
maintaining the chain of custody over physical evidence from c1ime scenes. 

After OIG brought this issue to the attention of the Department. on Febnuuy 5, 2015. the 
Depa1tment restricted access to the Lab and Safe Room and remowd individuals with 
inappropriate access to the do01 . As a result of the Depmtment 's conective action . OIG is not 
making a recommendation at this time. 

Conclusions 

Overall. CSS needs to improve internal controls and processes that would ensure the integiity of 
evidence collected. received, identified, proce sed, documented, preserved. secured, transfen-ed. 
and disposed of. which was obtained from crime scenes in USCP juriscliction. Specifically. 
USCP needs a composite listing of e,idence. Tue Department also needs inventory guidance 
related to perioclic counts and reconciliations of evidence and other items secured in the CSS Lab 
and Safe Room. In addition, CSS did not have any guidance describing how CSS should rep011 
a1lllllunition identified as CFD transfe11"ed to the USCP Fireanns Range for de truction. 
However. according to officials there is draft guidance being developed lhat will provide detailed 
guidance about the tran fer :md disposition of ammunition. Fm1hennore. CSS did not have 
adequate physical secmity over its Lab and Safe Room. but as noted. CSS co1Tected that issue. 
As stated previously. physical evidence and other items were vulnerable and susceptible to theft. 
misuse. and abuse. Thus. OIG makes the following recommendations. 

Recommendation 1: We recommend that the United Statt's Capitol Police in 
conjunction with ih manual log books establish a comprehensiYe electronic log ~ystem 
that can provide up-to-date listings of evidence items in a timely manner stored in the 
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Crime Scene Search Lab and Safe Room. Once established~ Crime Scene Search should 
update its listing on a regular basis to ensure that all items are inventoried during 
regulur inspections and audits. 

Recommendation 2: We recommend that lhe l'nited Stales Capitol Police establhh 
Standard Operating Procedures for conducting inspections and audit~ of items secured 
within the Crime Scene Search Safe Room to include inspections and audits conducted 
by other offices within the Department. Specifically, the Department should include 
control procedures provided in a ~ovember 2013 memorandum, which proYides the 
frequency of innntory/inspections/audit.s of eYideoce, the scope of the count, and when 
reports are due. In addition, the Department should consider ·weighing drugs as part of 
the inspection process. ~1ost importantly. the Department should require appropriate 
supporting documentation of the counts of physical evidence and the proper signatures 
to ensure the change of custody of e,·idence. 

Recommendation 3: \\'e recommend that the l"nited States Capitol Police strengthen 
procedures for pro11erly documenting transfer of ammunition from Crime Scene 
Search to the Department's Firing Range, ensuring that the Crime Scene Search l 1nit 
document the number 110d type of ammunition transferred when accepted by the 
l"nited States Capitol Police Firing Range and obtain signatures during tbi., process. 

Noncompliance with Standard Operating Procedures 

USCP did not always comply with or have required docuweutation that would demonstrate it 
complied with guidance related to its SOPs. For exa1uple. USCP did 11ot ruallltain appropriate 
documentahou for the destruction of CFD 01 chain of custody over physical e\'idence obtained 
from crime scenes. In addition. CSS did not comply with SOPs because it did not update SOPs 
to reflect changes w practices or technology. 

Lacked Documentation for Contraband for· Destruction 

CSS did not maintain proper documentation related to desuuctiou of CFD. USCP SOP No. -
states that the Property Control Officer should complete the followin g- information oulll 

2: NIA. (d) Block #3: Desm1ction of Contrnbaud. (e) Block #4: Location. (t) Block #S· 
Date of Desrruction. (g) Block #9: Date of Report. (b) Block 111 5. Incinerator. {i) Block # 
Complete a PD-251 as follow~: (a) obtain a CFN only. (b) Clock # 1: Incident. (c) Clock 
#32: Property Control Officer. (j) Block #38: List of the name1:, of tile witne!>sing officialr. 
and all contrabaud destroyed. All destroyed items can be grouped. (k) Obrain the 
necessary signamre from the umt supe1visor before ctistribution of the repo11. 

We attempted to review- related to eacb bum list (FYs 2012 through 2014) to detennine 
if the destrnctioo was documented as required. We were unable to review FY 2014 repo11s 
because CSS had not yet disposed of items related to the 2014 bum list. In addition. CSS could 
not provide any repo11s related to the bum lists for 20 J 2 tlrrough 2013. 
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Although USCP has p.uidance related to destmction of coutrabaud. the lack of proper CFD 
documentation could lead to exploitation of items intended for destruction. Furthermore. without 
proper documentation USC'P did not possess proper suppo11 to document the chain of custody 
from collection to de5tmction as required. 

Missing Documentation in Support of the Chain of Cu$tody 

USCP did not maintain proper documentation to suppo11 the chaw of custodv over physical 
evidence obtained from crime scenes. According to USCP Directive - · a reporting 
employee must: 

(1) Obtain information pertinent to completing the- and- (2) Prepare a■ 
■ and a - include the names of anyone (mcluding~ law enforcement 
persoJ11lel) \~ access to or handkd tbe evidence. thereby establishing the chain of 
custody. (3) Forward the originals of tbe approved and to tl1e Reports 
Processing Secuon. Fruward copies of the approved and to the Watch 
Commander and CSS. and l4) Forward originals oft e approved and 
the Repons Processing Section. Forn•ard copies of the approved and t e 
to tl1e Watch Commander and CSS. 

Fmthenno1e. SOP No.- states that CSSOs must: 

Receive and release evtdence delivexed ro the Evidence Room to arnhorized persons. They 
also receive reports pertaming to p1operty and evidence and eUSUle p1oper distribmion of 
repons. 

The csso·s responsibilities section of the SOP states: 

Finally. the Supe1Yisor respom,ibilities sectiou of the SOP states that the Supervisor must: 

Ensure the Crime Scene Search files are properly maintained aud evidence transactions are 
properly documented. 

We tested a rnndom sample of 32 from the 611 case jackets compiled durimz FY 2013 through 
FY 2014 for several criteria. Our rocedures included checking for a itemizing the 
evidence, and prepared and 

Of the 32 case jackets reviewed. 15 were missing- reports. In addition. of the five 
case ·ackets involvina. USCP a sisting other agencies. all fo·e case jackets were mis~ing an 

Furthermore. of the 32 case jackets reviewed, 4 were missin2 
required Ill t 1e case Jacket. Additiom11ly, of the 31 , 3 were missing 
Finally. of 32 jackets reviewed. 2 did not include a 11l t e case 
jacket as required. See Table 2 for a SlllUJ.uary of nussing documents from case jackets. 
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Table 2 - Missing Documents from Case Jackets 

I 

Report 
Nan,p 

Sample 
Siu 
32 

Dommmts 
Mlssb1 

15 

5 

4 

I .._ .. ') .,_ 3 
2 

Sourer: OIG &•nu:atrd Ci-om l'l'Yirw or c-asr ja('krts from FY 2013 tbrouib FY 2014. 

According to CSS, reporting officers iuitialJy responding to c1ime scenes did not properly 
forward p::iperwork to CSS. Fmthennore. CSSOs did not ens1u-e that the required papeiwork was 
included in the case jacket Finally. the C'SS Supervisor did not review the case jackets for 
proper docmnentation. Suell tolerauce to wissin~ paperwork provides a weak overall control 
environment tbat could have led to lost. misplaced. or stolen evidence In addition. the 
DepMtment could easily becowe vulnerable to accusations that it did not properly maintain the 
chain of custody related to drug evidence. 

Outdated Standard Operating Procedures 

ti) OPOL will designnte n due date for review of SOPs. (2) Once a review date is 
as igued. it generally will 1101 change. However. there may be times wben an SOP 
requires om-of-cycle 1evisions. Follow the gmdelines as established by tllis SOP so thar 
revisions can be accomplished in a timely manner. In these cases. the effective date 
wonld change 10 reflect the updated infonnauon. bur the annual review date would 
remain the same. (3) Carefully review the content of the entil'e SOP to ensme continued 
relevancy and accuracy and deremline 1f any revisions are necessary. (4) If revisions are 
required. follow the guidelines as established by this SOP. (5) If no changes are 
necessa . document via official memorandwn and transmit to OPOL along with a■ 

through the chain of command up ro 

However, OPOL did not establish a due date for review of CSS SOPs. For ex.ample, SOP o. 
- requires that CSS obtain and provide the DEA Lab Nurubei- to the employee before 
"papenng " the evidence. Although DEA changed its procedw·es in January 2013 requiring CSS 
to paper the case before providing a lab mllllber, the Dep:ut meut did uot document that change in 
its o eratin2 rocedures. CSS Riso did not comply with the SOP o. - requirement for 
a CSS officials stated that the Unit has beeu usrng digital 
p otograp y or severa year ;md that the Department should have updated guidance 

reparation of all re uired doctuneutntion associared ,1,11h a narcotics arre-.t per USCP Directive 
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fl 

and 
tam out ted 1e . Fmt enuore. t 1e Department 1 not up ate guidauce 
) to reflect MPD's new location (opened m March 20 1 I) for storing 

pbysicaJ ev1 ence. fact, USCP guidance contained several references to MPD Property 
Division in its old location. CSS is not updating: SOPs to reflect cm1·eut practices or changes in 
tecbnolog:y. 

Agency practices that do not follow written policies can establish a weak envirollllleot for control 
and accuracy. Such a prachce could create the pe1ception th.at written policies that are eitber old 
or outdated do not need to be followed. 

Conclusions 

USCP did not comply wi1l1 multiple stru1dards designed to ensure the secnrity of evidence 
maintained by CSS. Noncompliance with SOPs can create an uureliable euvirollllleot in which 
to operate. Thus. OIG makes the follo·wing recollllllendations. 

Recommendation 4: We recommend that the l 1nited States Capitol Police reporting 
officers fon,·ard appropriate 1>apenvork to Crime Scene Search l,;nit when it obtains 
custod , of crime scene evideJ1ce. In addition, the Department should update Directive 

and Standard Operating Procedure ~o. -
to provide the Crime Scene Search l:nit \\itb a mecha~ 

obtaining paperwork when the reporting officer does not fonvard the required 
paperwork to the Crime Scene Search Unit. Fw·thermore, the Crime Scene Search 
t:nit Supervisor shouJd be accountable for ensurin2 that any required paperwork is 
included in the drug evidence cl.lse jackets. 

Recomn1endation 5: We recommend that the United Stntes Capitol Police should 
reYiew and update Standard Operating Procedures for the Crime Scene Search l'nit. 
Specifically, update Standard Operating Procedures to (1) reflect changes in the Drug 
Enforcement Administration procedures for providing Jab numbers (No.­
- and (2) remove references to Polaroid film and inclu~ure~ 
for digital photography (SOP ~o. ). 

Opportunities to Use Resources in a ~fore Efficient and Effective Manner 

USCP may have opportunities to use resources in a more efficient and effective manner. CSS 
maintained most of its records through manual log books. which can be prone to clerical errors. 
In addition. CSS did nor have a mechanism to provide ongoing monito1ing of CSSO suitability to 
perform duties or a mechanism for removing. CSSOs no loug.e1 appropriately pelio nuing. their 
duties. 
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Evaluating Crime Scene Search Officers, Maintaining Department Integrity 

During our audit, we obtained a Report oflnvestigation (ROI) from OPR relating to an 
investigation of one CSSO. The ROI states that the officer allegedly failed to properly secure 
evidence in the CSS Lab and failed to secure the evidence locker. The ROI also reported that the 
officer failed to document photo files properly on the even after the supervisor 
warned the officer to do so. 

The ROI reports the allegations as "sustained." The conclusion in the report states that the 
officer failed to report immediately the loss of evidence to his supervisor, failed on two 
occasions to secure evidence properly, failed on two occasions to follow a lawful order regarding 
documentation of evidence, and failed to send evidence for destruction at the appropriate time. 

In a second ROI from OPR related to Con~th Directives involving the same CSSO, the 
report states that the officer violated SOP- when the officer did not properly package 
and mark evidence in accordance with training guidelines and procedures. The officer did not 
properly mark and package the evidence and did not properly barcode the evidence items. As a 
result, the officer packaged the evidence for two cases together. The incident allowed the defense 
attorney to question the evidence, weakening the prosecution's case. The ROI shows those 
allegations as sustained .. Although OPR issued multiple ROls with sustained allegations against 
the officer, the CSSO maintained his position within CSS. 

We reviewed the performance evaluations related to this CSSO and noted that there was a 
change in the overall rating on the evaluations. However, there was no specific mention of the 
performance issues noted in the ROis. 

During this audit, we also became aware of other ongoing OPR investigations of CSSOs-for 
example a stolen property case involving a $10,000 (when new) Nikon camera. The camera was 
temporarily missing from the Safe Room. OPR concluded its investigation noting that the officer 
failed to follow procedures. Another investigation involved an officer not properly logging 
property into the CSS log books. 

USCP did not have a mechanism for assessing, on an ongoing basis, whether CSSOs possess the 
necessary ethical standards to perform their jobs. According to CSS, it is difficult to remove 
officers from the CSS Unit who may not display the departmental integrity needed for this 
sensitive position. CSSOs that make significant errors in judgment as well as the lack of an 
ongoing assessment to determine if CSSOs possess the necessary qualities to perfonn their duties 
could leave USCP vulnerable to misuse and mismanagement of evidence, not to mention 
protracted embarrassment. As previously stated in an article published in The Washington Post, 
an FBI agent allegedly pilfered drug evidence from multiple cases, resulting in the FBI dropping 
charges against 28 defendants. A similar event would certainly raise questions by defense 
attorneys if USCP officers employed in such a sensitive position do not maintain high ethical and 
integrity standards maintaining the chain of custody of physical evidence collected from crime 
scenes. 
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Tracking Evidence Electt·onically Would be More Efficient and Effective 

As previously cliscrn,sed. USCP relies ou manual log books for recording evidence transactions. 
ReYiew of CSS log books revealed items that were inco1Tectly recorded--disposition wa 
transposed. In addition. a CFD item listed as destroyed was. iu fact. in the Safe Room. 
According to CSS. the CSSO making the ently incotTectly listed the item as destroyed. as shown 
in Figure 5 and 6 below. 

Figure 5 - Evidence Log Book (Left Side of Book Indicating Receipt of E,idence). 

Sourt'e: OIG photograph. Sen~itin un- Entorcemnt Into1•mittiou rednt'fed. 

Figure 6 - Evidence Log Book (Right Side of Book Indicating Di~position of EYidence) 

I -
.. 

SoUl't'f': OIC photoa-rapb. Trno~po~itiou nror in log boo.k. i'\111nf' rf'dacle-d. 

Thu-ing a "DEA Cases Awaiting Adjudication" validation. two samples on the list had Crime 
Scene Exmnination Section (CSES) munbers one digit off from the CSES numbers listed ou the 
drng evidence bags. Although CSS conectly listed the nlllllbers on the controlled substance 
bags. it ir1cotTectly listed the muubers on the controlled substance list. The Central Complaint 

umber (CCN) also was not correct for one of the items tested. In another inslance. CSS 
transposed two dig.its of the CSES number 0 11 the controlled substance list. 
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CSS stated that implementation of an electronic evidence tracking system would increase the 
efficiency and enhance effectiveness of the Unit. MPD uses a system called FileOnQ to manage 
its inventory of physical evidence, and a CSSO suggested that implementing the FileOnQ 
system, or a similar system, would increase CSS efficiency as well as reduce officer workload by 
at least 2 hours a week. Based on this estimate, we obtained each officer's salary in the CSS 
Unit and dete1mined that implementing the FileOnQ system or similar type system would have a 
minimum monetary impact of about $6,000 per year in reduced labor costs. 

Manually recording evidence may cause instances where USCP improperly records items. Such 
practices result in tracking inaccuracies and create an overall weaker control environment that 
could lead to lost, misplaced, or stolen evidence. 

Conclusions 

USCP is not using its resources in the most efficient and effective manner. CSS did not conduct 
ongoing monitoring of CSSOs as best practices dictate. There may be CSSOs that do not have 
the skills set or ethical standards required for such a sensitive position. Contributing to that 
problem, CSS documented chain of custody through manual log books, which increased the 
workload of CSS. Thus, OJG makes the following recommendations. 

Recommendation 6: We recommend that the United States Capitol Police consider 
additional standards required for the position of Crime Scene Search Officer. Those 
standards should include procedures for removing officers from Crime Scene Search 
Unit who do not perform their duties according to the high standards that evidence 
handling requires. 

Recommendation 7: We recommend that the United States Capitol Police consider 
implementation of the Metropolitan Police Department's property mauagemeut system 
(FileOuQ) or similar electronic inventory system to track physical evidence secured in 
the Crime Scene Search Lab and Safe Room. 
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Listing of Reco111111e11dations 

Appendix A 

Page 1 of2 

Recommendation 1: \Ve recommend that the l'nited States Capitol Police in 
conjunction with its manual log books establish a comprehensive electronic log system 
that can provide up-to-date listings of evidence items in a timely manner stored in the 
Crime Scene Search Lab and Safe Room. Once establisbe~ Crime Scene Search should 
update its listing on a regular basis to ensure that all items are innntoried during 
regular inspections and audits. 

Recommendation 2: We recommend that the l'nited States Capitol Police establish 
Standard Operating Procedures for conducting inspections and audits of items secured 
within the Crime Scene Search Safe Room to include inspections and audits conducted 
by other offices within the Department. Specifically, the Department should include 
control J>rocedures pro,•ided in a Nonmber 2013 memorandum. which provides the 
frequency of innntory/mspections/audits of e'\"idence. the scope of the count, and when 
reports are due. In addition, the Department should consider weighing drugs as part of 
the inspection process. Most importantl)', the Department should require appropriate 
supporting documentation of the counts of physical evidence and the proper signatures 
to ensure the change of custody of e,·idence. 

Recommendation 3: ·we recommend that the {jnited States Capitol Police s:trengthen 
procedures for properly documenting transfer of ammunition from Crime Scene 
Search to the Department's Firing Range, ensuring that the Crime Scene Search l 1nit 
document the number and type of ammunition ti-ansf erred when accepted by the 
United States Capitol Police Firing Range nod obtain signature~ during this process. 

Recommendation 4: We recommend that the l."nited Stntes Capitol Police reporting 
officers forward appropriate paperwork to Crime Scene Se:1rch rnit when it obtains 
custody of crime scene e,ideoce. In addition, the Department should update Directin 

nod Standard Operating Procedure ~o­
to provide the Crime Scene Search t:nit with a mechanism for 

obtaining pnpen\·ork when the reporting officer does not forward the required 
paperwork to the Crime Scene Search l1nit. Furthermore, the Crime Scene Search 
Unit Supervisor should be accountable for ensuring that any required paperwork is 
included in the drug evidence case jackets. 

Recommendation 5: \Ye recommend that the United States Capitol Po1ice should 
review and update Standard Operating Procedure.s for the Crime Scene Search l'"nit. 
Specifically, update Standard Operating Procedures to (1) reflect changes in the Drug 
Enforcement Admmistration procedures for providing lab number~ ~o. -

) and (2) remove references to Polaroid film and include procedures 
for digital photography (SOP So. ). 
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Appendix A 

Page 2 of2 

Recommendation 6: We recommend that the United States Capitol Police consider 
additional standards required for the position of Crime Scene Search Officer. Those 
standards should include procedures for removing officers from Crime Scene Search 
Unit who do not perform their duties according to the high standards that evidence 
handling requires. 

Recommendation 7: We recommend that the United States Capitol Police consider 
implementation of the Metropolitan Police Department's property management system 
(FileOnQ) or similar electronic inventory system to track physical evidence secured in 
the Crime Scene Search Lab and Safe Room. 
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sun.mer: Rc::;pi)U~ iu Offk'C () f ltispCl.'!Or Gcm:rni ((.)l(,r) !.!tuft report l'erfonmu1ce Audlf c,/ . 
V5Cl' Cl)ntro/s (J1;£1r /::vidt1111:t (Rtpori N~. OiG-2015-03). 

The Jl\JfJX,)'.:it iif tbi, ut~l◊r.'.ttltlum h to. provide the Unic1:d S1.i1c:1 (:api1ol f'olic~ n:spm:i.-s<: 
t(i th::- r~-contmciitfal.i..-,us c11ut1:1incd ,'liithin the om~-., of Inspector (k1ttTt1l':, (OIO's} droll. n:.pt1ri 
/►trform,mt•eAwli11!f'USCP Cim1r1il O.!i!r Ffrit{,·mece (R(JXm No, OJ(j.:l.()t~-03), 

11w Dc.p.in:m.::ot 1>.gt~-cs ,~llh uJ! of th~ r~,i;,mmendatio:P~ and apn~d:11c.~ tht l'lJ'lJ)(in 1UJ1t} 
10 W~)(K wlfh lhe OIO to tiirthcr irrlJl!lW~ U!)l)I) (.'Urfl::111 policies Mll p.rr!(;~<ittre5 cutrcmly ln plate 
,~Hhin ihc fkp:utm1.'1lf ~ trim~ 1>te1:11: p.roc~-r. I l!avt l11~1n,cKxl the Chief of Operntfon~ and llrt!. 
Ilurc·m (\m1mandi.-r to immeJiatcty l:l(hlf.i:.\'> mid work li..l' rr.-suhe 1J~t 1ttcm1mc:nda1ion:.. An 
Aclion Pinn wftl b..- scncr.it~J and MSig~'f.l tu nppri,print.~ pers.1nnd R!garofog cnch 
rc.:0111mc11du1fo11 ill ~fleet tt1 ?1d1ie ~·e lonz tctm TC!\t)IU1io11 oft111::-~ rualtt,'13, 

Furthcmu.i.re, !he Depnr.tni<.~ru hn.9, td!l!.ldy r\!/il)lvcJ rt:t.·<immcndn1ion 4, which per.t.oios to 
lhe ~u~ ,wci$s to ihc Crime s~ne St.:M.dl ltlbllnd Safo R.oum. The Si.'C'Ulicy ~fanagenw,-n.:e<l. 
,tith $SO 10 revise the ut.:cts.<. lbt tu tml..,· ir:tlude t:rirm: S1.-e11e Sei1n:h Offi°i:ec;, n11J PMRD 
.Supi:rvi~m"- E.ident:-c o.flhi:! IIC!foo fa forth..").1ming., 

Thank you for tJtl.'. qpp,;,rtuultr to n;sp<md to the OlG':, dr..111 ~~!11. Yrmr ct.mti.rmcd 
support oflhc men arJ wNn~n oftlw IJ.niirtt S1111~ C,1p.ilol Pulice. ri.nrrir.~-cfott"t.1. 

Dnnkl .M.allor. All'.~t.~t:int Ch.k.fof.Polici: 
Mr, Rk:Mrd Bn:1µ::toek, Chi~fAdminhtrntivc Ofti1;cr 

t;SO> Amlii I.bium 
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lcoNTACTING THE OFFICE oF INSPECTOR GENERAY 

Success of the OIG mission to prevent fraud, waste, abuse, or 
mismanagement depends on the cooperation of employees and the public. 
There are several ways to report questionable activity. 

Call us at 202-593-3868 or toll-free at 866-906-2446. A confidential or anonymous 
message can be left 24 hours a day/7 days a week. 

Write or visit us -we are located at: 

Toll-Free 

1-866-906-2446 

United States Capitol Police 
Attn: Office of Inspector General, Investigations 
119 D Street, NE 
Washington, DC 20510 

You can also contact us by email at: OIG t},ltSCP.GOV 

When making a report, con, cy as much information as possible such as: 
Who? What'? Where? When? Why? Complaints may he made anon~ mously or 
you may request confidentiality. 

Additional Information and Copies: 

To obtain additional copies of this report, call OIG at 202-593-420 I. 




