





PREFACE

The Office of Inspecior General (O1G) prepared this report pursuant to the
Inspector General Act of 1978, as amended. It is one of a series of audits, reviews,
and investigative and special reports OIG prepares periodically as part of its
oversight responsibility with respect to the United States Capitol Police (USCP) to
identify and prevent fraud, waste, abuse, and mismanagement.

This report is the result of an assessment of the strengths and weaknesses of the
office or function under review. [t is based on interviews with employees and
officials of relevant agencies and institutions, direct observation, and review of
applicable documents.

We developed our recommendations based on the best knowledge available to O1G
and discussed the drafi with those responsible for implementation. It is my hope
that the recommendations will result in more effective, efficient, and/or economical
operations.

| express my appreciation to those contributing to the preparation of this report.
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Fay F. Ropella, CPA, CFE
Inspector General
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The United States Capitol Police (USCP or the Depariment) maintains a Crime Scene Search
{(CSS) Unit. which is responsible for collecting, receiving, identifying, processing, documenting,
preserving. securing. transferring, and disposing of physical evidence obtained from crirne
scenes within the jurisdiction of USCP.

In a memorandum dated July 3. 201 3, the Chief of Police requested that the Office of [nspector
General (Q1G) conduct an audit of controls over evidence because the CSS Unit mixed physical
evidence from multiple cases. That incident allowed the defense atlorney to question the
evidence, weakening the prosecution’s case,

The objectives of this audit were 10 determine if the Depaniment (1) had adequate internal
controls to ensure the integrity of evidence and (2) complied with applicable faws, regulations,
and putdance perlaining to management and operation of its program. The audit scope included
controls, processes, and operations during Fiscal Years (FYs) 203 and 2014,

Overall, the Department needs to improve internal conttols for ensuring the integrity of physical
evidence collected, secured, and processed. While CSS manually accumulates data regarding
receipt and disposition of evidence in log books, it would be time consuming and burdensome
for CSS to assemble a composite listing of all physical evidence secured in the CSS Unit within
a timely manner. CSS did not have guidance to provide criteria for determining which log book
should be used. The only comprehensive and up-to-date list that CSS maintained was for “drug
evidence.” OIG used the drug evidence list to conduct a physical count of CSS drug evidence
and noted no exceptions. Depariment officials indicated that they were reviewing whether its
current property management inventory system could log evidence and produce a composite list
of physical evidence for inspections and audits.

During an Oclober 9, 2014, walkthrough of the CSS Safe Room. we noted items—such as a
bulletproof vest, a bicycle tire, and a rape kit—that would not be inciuded during either an
inspection or audit. Although QIG did not find any exceptions while conducting a 100-percent
count of drug evidence, the lack of a complete list of items in the CSS Safe Room could allow
abuse and theft to go undetected.

Although USCP guidance, Standard Operating Procedure (SOP

dated March 1, 2004, requires “routine™ inspections, the SOP does not provide for a
frequency or specific instructions on conducting inspections. CSS did not have underlying
documentation for guidance to support the routine inspection or audit results. In addition, TS5
did not have documentation that supported transfer and destruction of contraband amimunition

transferred to the LISCP Firing Range as best practices require. SOP No._
N - ovcrber 1. 2012, dose not specifcally discuss

destruction of ammunition. According to Department officials there is a draft SOP that should
address and provide specific instructions for transfer and destruction of ammunition.
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LISCP alsa needs to 1
review the
individuals had access to areas w

of evidence. For example. CSS did not regularly
as requued. As a result. unauthonized
ere evidence was stored. Duting the audit. the Depariment

rove phvsical securmy

immediately corrected this w  ness and removed the names of unanthorized indnviduals with
access to the Lab and Safe Roow.

Testing revealed numerous instances of noncomphiance with SOP NOH and SOP No.
* June 29. 2001, For example. CSS did not cousistently
menitor case jacket complenon for nussing docwments or consistently evaluate SOPs to reflect
cunent procedures.

Ineffective controls. noncomphance wath SOPs, and outdated guidance provide opporhuuties for
nususe and thefi of physical evidence CSS moiniains. Dwing owr audit. for exawple. evidence
from a stolen property case—a N n camera valued at approximately $10.000 when new—was
temporanly nussing from the Safe Room. Upoa conclusion of its investigation, the Department
noted that the Officer did not follow procedwes.

Opportu  1es may exist for the Departinent to use 1ts resources in a more efficient and effective
manner, For example. an electromc system to log and track evidence could save the Departinent
about $6,000 each ' 1 i labot costs.

Todeve® ore efticient and eflective controls over accountability of evidence to detect and
prevent fraud. waste, abuse, and mismanagement. we recommend that USCP estabhsh detailed
written mternal controls andy e 1 as well as update its SOPs. Additionally. USCP should
establish a consistent system ot momtoring coorrof procedures that will ensiwe compliance with
applicable gnidance and best practices. See Appendix A for a complete list of reconnnendations.

On March 10. 2015, OIG conducted an exit conference with Depanment officials and provided a
draft report for comument. We mcotpomated the Department’s conunents as applicable and
attached respouses to the report mn 1ts entirens in Appendix B.

BACKGROUND

The United Sta  Capitoel Police {USCP or the Department) mamiains the Crune Scene Search
(C55) Umt witl  the Patre]l Mobile Response Division { PAIRD). which is pan of the
Operational Services Bureau. CSS has seven Crime Scene Search Officers (CSS50s). one
Sergeant. and eight auxiliary CSSOs. USCP trains and centifies sworn employees in the
techmques of mwvestigating and processmg crime scenes according to USCP Directive

dated May 31, 2013. SOP No.

ated March 11. 2011, defines the role of CSS—collect. recerve. dennfy.
process, dociunent. preserve. secure. transfer. aud dispose of physical evidence obtamed from
crime scenes in USCP pnsdichon. ¥ b approval from the Watch Commander. CSS can assist

~
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other agencies,” such as the Metropolitan Police Department (MPD), Supreme Court Police. and
Amtrak Police when the other agency does not have a CSSO available to process a crime scene.

Once the responding officer determines an area a crime scene, USCP dispatches a CSSO. The
CSSO documents his or her activities with forms such as the

The CSSO is responsible for collecting and storing any tangible
evidence discovered and/or contraband for destruction (CFD) in the designated CSS Safe Room
inside the Evidence Lab. CSS stores all testing equipment and log baoks in the Evidence Lab.

The Depariment uses a set ol paper-bound log books, as shown in Figure 1. to record evidence
when it is received, transferred, and disposed. The evidence books consist of a USCP log. an
MPD log, and a Safe Log. There are two editions of each 10 accommodate for the volume ol
data.

Depending on whether USCP or MPD  Figure 1 - USCP Evidence Log Books
will be responsibie for long-term
custody of an item, the CS50 determines
which log book to record the evidence.
CSS has no guidance or ¢ritenia for
determining which log book is used.
Specifically, the Safe Log contains both
in and out movements. CSS transfers
items recorded in the MPD log to the
MPD evidence facility. USCP officers
either find or confiscate CFD items (such
as pocket knives, brass knuckles, and
prohibited items) at various checkpoints.
CSS officials periodically collect and

store any CFD items before having
destroyed at a non-hazardous waste
destruction facility.

them Source; OIG photograph.

Other USCP offices paniicipate in the control activities over evidence. Representatives from the
Office of Professional Responsibility (OPR) assist CSS in performing inventories ol drug
evidence twice each year, also a part of the Commission on Accreditation for Law Enforcement
Apencies (CALEA) accreditation process. The Office of Policy and Management Systems
(OPOL) conducts an annual audit of evidence that MPD maintains. OPOL performs that audit as
part of the CALEA accreditation process. OPR is also invoived in the evidence contrals by
assisting CS8S in the destruction of CFD. According to guidance, OPR visually inspects evidence
marked for destruction ensuring proper documents, security. and transport to a destruction
facility. In addition. external organizations such as the Drug Enforcement Administration (DEA)
provide testing of drug evidence and provide CSS with a DEA Lab Number.

3 - . . . . .
_ Dn'emve,_ May 2012, discusses the "Extended Jurisdiction zone™ and
coordinated requests.

3

Perfarmance Audil of USCP Controls Crver Evidence O1G-2015-03, March 2015




On June 27, 2013, the Washington. D.C.. District Court noted that USCP €SS personnel
comingled evidence from two cases. The incident allowed the defense artomey to question the
evidence, weakening the prosecution’s case. As aresult. 11 a memozandum dated July 3. 2013,
the Chief of Police {Chief} requested that the Office of Inspector General (OIG) conduct an andit
of controls over evidence.

OBJECTIVE, SCOPE, AND METHODOLOGY

OIG conducted this perfonuance auc  to detenmine if the Department (1) had adequate internal
contyols that ensured the integrity of evidence collected from crime scenes in USCP’s
Jurisdiction and ¢2) comphed with applicable laws. 1egulations. and guidance pertaining to
management aid operations of ifs program. Our scope for this audit mcluded CSS controls.
processes. and operations during Fiscal Years (FYs) 2013 and 2014, For CFD we used Calendar
Year (CY) 2012 and CY 2013 data becanse CSS had noet scheduled the CY 2014 CFD.

To accowphish our objectives. we interviewed CSS officials and reviewed docwumentation ic gain
an wmderstanding of the followng areas;

+  Controls relatmp to the collection, processmg, storage, and destriiction of USCP
evidence,

+  The number and type of evidence located in the CSS Safe Room.
+  Previous and ongoing OPR 1nvestigations related to CSS0Os.

To assess the adeqm v« nternal contials over evidence. we conducted independent counts of
inventory to enswe that the Departiment had properly secwed evidence m its custody. We
conducted a count of 103 nems (100 percent) of drug evidence in the custods of CSS on
Novewber 10, 2014, 097 CFD items awaiting destruction in the custody of CSS on January 9.
2015, we venified a sam ' of 15 items existed from the CY 2014 bum kst by selecting every o™
ttemn rom the list of the total 97 CFD items to venfy existence. €SS did not record CFD items
on a comprehensive listing wii] boxed for destruction. so we randomly verified an additional 10
CFD items found 1n the CSS Safe Roow 1o venty that they were entered as CFD 1n the log
books. Tests of evidence in the custady of MPD. consisted of validating transfer paperwork.

To determine comy wmee. we reviewed the following guidance, listed by date:
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We tested a random sample of 32 of 611 case jackets compiled dung FY 2013 tlwough FY 2014
for compliance with SOPs. We also tested a sample of 45 of 431 1tems located on the CY 2012
throngh CY 2014 bum kists to ensure compliance with SOPs. We also reviewed guidance from
the Govenunent Acco  ability Oflice {GAO) aud other industry best practices.

OIG conducted thus performance andit i Washigton. D.C.. fiom September 2014 through
January 2015 iu accordance with generally accepted governnent auditing standards. Those
standards require that we plan and perform the audit to obtain sufficient, appropriate evidence to
provide a yeasonable basis  owm fmdings d conchisions based on ow audit objechves. We
believe that the evidence obtained provides a reasonable basis for our findings and conclusions
based on our audit objectives. On Febiuary 23, 2015, we provided a drafi copy of this report to
Depi ut offic s for comment.  March 10. 2015, conducted an exit conference. We
incorporated Departinent comanents as applicable and aftached its response fo the report i its
entirety as Appendix B.
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RESULTS

Overall, CSS needs to improve internal controls and processes that would ensure the integrity of
evidence collected, received, identified, processed, documented, preserved, secured, transferred,
and disposed of, obtained from crime scenes in USCP jurisdiction. CSS did not always comply
with or have documentation supporting compliance with guidance or best practice requirements.
During this time of budget constraints, the Department has opportunities to promote cost-savings
techniques and use its limited resources in a more efficient and effective manner.,

Internal Controls Need Improvement

GAQ’s Standards for Internal Control in the Federal Government (GAO-14-704G, September
2014) define internal controls as a process affected by an entity’s oversight body, management,
and other personnel and providing reasonable assurance that the objectives of an entity are
achieved. GAO classifies objectives and related risks into one or more of the following three
categories:

* Operations - Effectiveness and efficiency of operations
» Reporting - Reliability of financial reporting
+ Compliance - Compliance with applicable laws and regulations

Although USCP established operating procedures for CSS to-accomplish its mission, some areas
need improvement. For example, CSS did not maintain a composite listing of evidence items for
which CSS was accountable in its secured Safe Room. CSS maintains several manual paper-
bound entry log books, which are not effective unless the entries are reconciled to an all-
inclusive list that is up to date. In addition, procedures do not provide guidance for conducting
an aydit, inspection, inventory, or documenting procedures performed. Also, the Department
lacked an explicit SOP requiring CSS to maintain proper documentation in support of contraband
evidence such as ammunition transferred to its firing range for destruction. Furthermore, we
noted multiple individuals with inappropriate access to the CSS Lab Room and Safe Room.

Lack of Composite Inventory Listing

USCP lacked a composite inventory listing of physical evidence secured in the CSS Unit. The
Department manually records in log books incoming and outgoing evidence, which USCP
considers its control record. However, for CSS to generate a listing of evidence in the Safe
Room from the numerous log-books could become time-consuming, manpower intensive, and
cumbersome, Itemns in the Safe Room can include one of three control numbers, which can be
used to trace items in the log books. The items in the log books are recorded in chronological
order, thus making the performance of a complete inventory difficult. The hature of manually
recording transactions is inefficeint and subject to errors. Use of an electronic system, however,
would provide additional safegaurds. CSS would benefit from a system that can produce a
complete and current list in a timely manner of all items for which CSS is accountable. The use
of outdated controls, such as manual log books, could facilitate circumvention of those controls.
GAOQ’s standards, Physical Control Over Vulnerable Assets, state,
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Management establishes physical control to secure and safeguard vulnerable assets. Examples
ihelude security for-and limited access to asséts such as cash, securities, inventories, and
equipment that might be vulnerable to risk of loss or unauthorized use. Management periodically
counts.and compares such assets to control records [emphasis added].

The only compiete list of items that CSS maintained was an ¢lectronic list of drug evidence.

CSS did not track items such as CFD, items intended for safekeeping, or items awaiting transfer
to MPD on a composite and current listing. As a result, Department offices did not count all
items during inspections and audits because of the lack of a complete or updated control list of
items secured in the CSS Safe Room. For example, during our October 9, 2014, walkthrough of
the CSS Safe Room, we noted several items that would not be included during any inspection or
audit. Such items included a bulletproof vest, bicycle tire, and rape kit. In addition, aceording to
CSS, one of the sealed lockers contained computer equipment from a Senate Commiittee dating
as far back as 2004. According to a USCP official, the Department returned the computers to the
Committee during our audit.

On December 2, 2014, The Washington Post, published an article entitled, “FBI Agent Accused
of Tampering with Evidence Signed Drugs Out, Documents Say.” The article suggests that a
Federal Bureau of Investigation (FBI) agent pilfered drug evidence from multiple cases, resulting
in the FBI dropping charges against 28 defendants. The agent also allegedly seized two firearms
along with marijuana from a home and car search without ever submitting the items as evidence.
A subsequent Washington Post article published on January 16, 2015, describes how the agent
circumvented controls. According to the article, the agent

(1) forged the signatures-of supervisors in log books prepared manually to remove drugs
from the evidence room,

(2) removed barcodes from bags with which he tampered and added a powdered laxativeto
ensure that bags weighed close to their original weight and reattached barcodes to newly
heat-sealed bags,

(3) forged agent signatures on new bags, and
(4) resubmitted the new bags into the evidence room.

Although OIG did not find any exceptions while conducting a [00-percent count of drug
evidence, the lack of a complete list of items in the CSS Safe Room could allow abuse and theft
to go undetected. USCP should strengthen its current control environment to ensure that
incidents similar to those described earlier and in The Washington Post article do not occur
within the CSS Unit. At the exit conference, Department officials indicated that they are
reviewing whether their current property management system would be capable of logging
evidence.
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We inspected documentation for 45 of the 431 CFD items on the CY 2012 through CY 2014
burn lists to determine if CSS properly completed destruction documentation. Our sampie of 43
included 3 items described as ammunition-related disposals. When identifying ammunition
classified as CFD, USCP transfers the ammunition from CS8 to the USCP Firearms Range for
destruction. When transferring amrunition to the range, CSS stated that a range official signs
the log book to show the transfer occurred. For the three items reviewed, the log book did not
contain the signatures of any range officials. Of the three items inspected, the documents
showed the range official who accepted the ammunition for two of the items, and for the other
item the document simply stated ammunition transferred to the range. No other documentation
existed supporting transfer of ammunition to the range. As a result, CSS did not properly
docurnent the transfer of ammunition to ‘the range. Such a lack of documentation when
transferring ammunition could leave ammunition vulnerable to misuse or theft. Most
importantly, OIG recommended in a previous report (Perforimance Audit of the United Stafes
Capitol Police Controls Over Ammunition, Report No. 01G-2014-03, daied March 2014), that
the Department.develop a process for destruction of confiscated and/or damaged ammiunhition.
According to an official, the Department has a draft SOP that is going through the clearance
process.

Physical Security Over Evidence Needs Imprevement

GAO standards, Section 10,03, Physical Control Over Vuinerable Assets, state, “Management
establishes physical control to secure and safeguard vulnerable assets, Examples include
security forand limited access to assets such as cash, securities, inventories, and equipment that
- might be vulnerable to risk of loss or

unauthorized use....”

However, the Department needs to improve
physical security over the CS§ Unit where
evidence is stored, USCP Directive*
states, “Ensure ali evidence in your custody is
prtjperly recorded and secured in the Evidence
Room.” Although CSS stored eviderice behind
locked doors, personnel not assigned to secure
areas of CSS had access to the locked doors. As
shown in Figure 4, USCP secured the entrance to
the CSS Lab Réom with a proximity card reader
and keypad. According to CS8S, 23 personne! (7

CSS Officers, 1 CSS Sergeant, 8 CSS Auxiliary
Officers, and 7 individuals by virtue of rank and .
supervisory role) should have access to the CSS Lab Room. Of the 23 personnel, 20 should have
access to the CSS Safe Room. The Security Services Bureau (SSB) Security. Manager's
Definition Report dated October 10, 2014, shows 59 individuals with access to the Lab Room
and 26 individuals with access to the Safe Room. As shown in Table 1, our comparison of the
number of individuals with access to the CSS Unit.and the number of individuals assigned to
those areas revealed that 36 of the 59 individuals had inappropriate access to the CSS Lab Room
and 6 of 26 had inappropriate access to the Safe Room where drug evidence is stored.

Sourte: 016 photograph.
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Crime Scene Search Lab and Safe Room. Once established, Crime Scene Search should
update its listing on a regular basis to ensure that all items are inventoried during
regular inspections and audits.

Recommendation 2: We recommend that the United States Capitol Police estahlish
Standard Operating Procedures for conducting inspections and audits of items secured
within the Crime Scene Search Safe Room to include inspections and audits conducted
by other offices within the Department. Specifically, the Department should include
control procedures provided in a November 2013 memorandum, which provides the
frequency of inventorv/inspections/audits of evidence, the scope of the count, and when
reports are due. In addition, the Department should consider weighing drugs as part of
the inspection process. Most importantly, the Department should require appropriate
supporting documentation of the counts of physical evidence and the proper signatures
to ensure the change of custody of evidence.

Recommendation 3: We recommend that the United States Capitol Police strengthen
procedures for properly documenting transfer of ammunition from Crime Scene
Seazrch to the Department’s Firing Range, ensuring that the Crime Scene Search Unit
document the number and type of ammunition transferred when accepted by the
I'nited States Capitol Police Firing Range and ohtain signatures during this process.

Noncompliance with Standard Operating Procedures

USCP did not always comply with ar have requued docuw:  tation that would demanstrate 1t
complied with gmidance related to its SOPs  For example. USCP did not mamtam approprate
documentation for the destruction of CFD o1 cham of custody over phvsical evidence obtamed
from crime scenes In addition. CSS did not cowply with SOPs because 1t did not update SOPs
to reflect changes in practices or technology.

Lacked Documentation for Contraband for Destruction

CSS did uot mamtain proper docsumentation 1elated to destruction of CFD. USCP SOP No.
states that the Property Contiol Officer should complete the following 1nformation on

2. N A id) Block #3: Destruction of Contraband. (e Block #4: Location. (£ Block =8
Date of Desmmuction. (g) Block #9: Date of Report. (b} Block 7t 5. Incinerator. (1) Block #
Complete a PDX-251 as follows: (ar obtain a CFN ouly. {b) Clock #1: Incident. ic) Clock
#32: Properry Contral Officer. (ji Block #38 List of the names of the witnessing officials
and all contraband destroved Al destroved items can be grouped, (kj Obtamn the
necessary stgnamre from the mut supervisor before dismbution of the report.

We attempted to :e\'iew- related to each burn hst (EY's 2012 through 2014) to determune
1f the destructton was doc  lented a  equured. We were unable to review FY 2014 reports
because CSS bad not vet disposed of items related to the 2014 bum list. In addition. €SS could
not provide any reports related to the bum lists for 2012 through 2013

12
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Although USCP has nce 1elated to destruction of contraband. the lack of proper CFD
documentation could lead to exploitation of ttems intended for destruction. Furthenmore. without
proper documentation UISCP did not possess proper suppor? to document the chain of custody
from collection to destruchion as requured.

Missing Documentation in Support of the Chain of Custody
USCP did not maintam proper docimentation to support the cham of custodv over physical

evidence obtained froms crime scenes. According to USCP Directive - a reporiing
emplovee must:

(1) Obtain infonnation pertment fo completing the- and (2 Prepare a [}
- and a H mclude the names of anyone {ncluding any all law enforcement
personnel} who had access to or handled the evidence. thereby establishimg the cham of

custody. (3) Forward the onguwals of the approved and 10 the Repors
Processing Secttan. Forward copies of the approved and the to the Watch
Conupander and €SS, and (4) Forw:  ongwals of the approved

and 1o
the Reports Processing Section. Forward copaes of the approved and the
to the Watch Conmunander and CSS.

Furthermore. SOP No.- states that CSSOs must:

Receive and release evidence delivered 1o the Evidence Room to amhorized persons. They
also recetve reponts pertamug to property and evidence and ensiwe proper distnbution of
reports.

The CSSO's responsibilities section of the SOP states’

All paperwork comnected withh a case must be provided. to cinde. (a)

g) All swom
employee’s nores.

Finally. the Supervisor 1esponsibilittes section of the SOP states that the Supervisor must:

Ensure the Crime Scene Search files me propeily mawmntamed and evidence transactions aie
properiy documented.

We tested a random sample of 32 from the 611 case jackets copiled during FY 2013 through
FY 2014 for seve | ecntena. Our procedures meluded checking fora tiemzing the
cvidence, 0 preprccd I

Of the 32 case jackets reviewed, 15 were mlssjng— reports. In addition. of the five

case jackets mvolving USCP assistmg other agencies. all five case jackets were missiug an
m Furthennore. of the 32 case jackets reviewed. 4 were nussing
required in the case jacket. Additionallv. of the 31, 3 were missin

Finally. of 32 jackets reviewed. 2 did not mclude a
jacket as1equired. See Table 2 for a sununary of missing documents

‘o case jackets,

—
1a3
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Table 2 - Missing Documents from Case Jackets

fu ) 1o

apphicable to 5 of the 32 samples)
1

32

=
&
-
)

LN L
[ Lo

from review of case jeckets from FY 2013 through FY 2014.

According to CSS, reporting otficers mutially responding to crimie sceues did not properly
forward  er  kto €SS Furthermore. CSSOs did not enswe that the requued paperwork was
included in the case jackets Finallv. the CSS Supervisor did not review the case jackets for
proper dociunentation. Such tolerance fo nussing paperwork provides a weak overall control
environment that could have led 10 lost. misplaced. or stolen evidence In addition, the
Department could easily becoine vulnerable to accusanions that 1t did not properly maintam the
chain of custody refated to drug evidence.

Outdated Standard Operating Procedures

CSS had several outdated SOPs. SOP No m
_ uly 19. 2010. states the tollowing 1egardmg the

annual SOP review process:

i1 OPOL » desyy e a due date for review of SOPs. (2) Once o review date )s
assigned. it generally will not change. Howevel. fliere may be innes when an SOP
requires owt-of-  le 1evisions. Follow the gmdelmes as estab  wed by this SOP so that
revisions can be accomplished m a tumely manner. In these cases. the effecnive date
would change to reflect the updated infor  1om. but the annual review date v id
remain the same. (3} Care sview the content of the enture SOP 1o enswe conrinued
relevancy and accuracy and deternune 1f sy necessary. (43 I revisions are
required. follow the guidelines as estapisnea by fdus SOP  (5) If no changes are
necessary. document | official memorandum a  wansmit to OPOL along with a .

through the chamn of command np 1o
and mcluding the Bureau Comimi 1.

However, OPOL did not establish a due date for review of CSS SOPs. For example, SOP No.
requires that CSS obtzin and provide the DEA Lab Number to the employee before

“papering  the evidence. Although DEA changed its procedures in January 2013 requirine CSS

to paper the case before providing a lab number, the Department did not doctunent that change in

1ts operatin cedures. CSS also did vot comply with the SOP No. F requirement for
ah CSS officials siated that the Unit has been using digital
photography for several vears and that the Department should have updated guidance

4

Paﬁ' g-The iriamuon of all :eiuued docwnentation associated with a narcotics anest per USCP Dizective
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physical evidence. In fact, USCP gmdance contammed several references to MPD Property
Division i its old location. CSS is not updating SOPs to reflect current practices or changes
technology.

Agency practices fhat do not follow written policies can establish a weak environment for control
and acctracy. Such a practice could create the perception that writien policies 1 are either old
or outdated do not need to be followed.

Conclusions

USCP did not comply with multiple standards designed to enswe the security of evidence
maintained by CSS. Noncompliance with SOPs can create an unreliable environment i which
to operate. Thus, OIG makes the following recommendations

Recommendation 4: We recommend that the United States Capitol Police reporting
officers forward appropriate paperwork to Crime Scene Search Unit when it obtains

custody of crime scene evidence. In addition, the Department should update Directive
and Standard Operating Procedure No. —
to provide the Crime Scene Search Unit with 2 mechanism for

obtaining paperwork when the reporting olficer does not forwurd the required
paperwork to the Crime Scene Search Unit. Furthermore, the Crime Scene Search
Unit Supervisor should be accountable for ensuring that any required paperwork is
included in the drug evidence case jackets.

Recommendation 5: We recommend that the United States Capitol Police should
review and wpdate Standard Operating Procedures for the Crime Scene Search Unit.
Specifically, update Standard Operating Procedures to (1) reflect changes in the Drug
Enforcement Administration procedures for providing lab numbers (No.
and (2) remove references to Polaroid film and include procedures
for digital photegraphy (SOP No. ).

Opportunities to Use Resources in a More Efficient and Effective Manner

USCP may have opporhuaunties to use re  wces m a more elficient and effective manner. €SS
maintained most of its records through manual log books. which can be prone to clerical errors.
In addition. CSS did not have a mechamsm 1o provide cngoing monitoring of CSSO suitability to
perfonn duties or a mecbanisin for removing CSSOs no longer appropriately performing their
dutzes.
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Evaluating Crime Scene Search Officers, Maintaining Department Integrity

During our audit, we obtained a Report of Investigation (ROI) from OPR relating to an
investigation of one CSSO. The RO states that the officer allegedly failed to properly secure
evidence in the CSS Lab and failed to secure the evidence locker. The ROI also reported that the
officer failed to document photo files properly on th'e— even after the supervisor
warned the officerto do so.

The ROI reports the allegations-as “sustained.” The conclusion in the report states that the
officer failed to report immediately the loss of evidence to his supervisor, failed on two
occasions to secure evidence properly, failed on two occasions to follow a lawful order regarding
documentation of evidence, and failed to send evidence for destruction at the appropriate time.

In a second ROI from OPR related to Compliance with Directives involving the same CSSO, the
report states that the officer violated SOP_ when the officer did not properly package
and mark evidence in accordance with training guidelines and procedures. The officer did not
properly mark and package the evidence and did not properly barcode the evidence items. As a
result, the officer packaged the evidence for two cases together. The incident allowed the defensé
attorney to question the evidence, weakening the prosecution’s case. The ROI shows those
allegations as sustained.. Although OPR issued multiple ROIs with sustained aliegations against
the officer, the CSSO maintained his position within CSS.

We reviewed the performance evaluations related to this CSSO and noted that there was a
change in the overall rating on the evaluations. However, there was no specific mention of the
performance issues noted in the ROls.

During this audit, we also became aware of other ongoing OPR investigations of CSSOs—for
example 4 stolen property case involving a $10,000 (when new) Nikon camera. The camera was
temporarily missing from the Safe Room. OPR concluded its investigation noting that the officer
failed to follow procedures. Another investigation involved an officer not properly logging
property into the CSS log books.

USCP did not have a mechanism for assessing, on an ongoing basis, whether C$SOs possess the
necessary ethical standards to perform their jobs. According to CSS, it is difficult to remove
officers from the CSS Unit who may not display the departmental integrity needed for this
sensitive position. CSSOs that make significant errors in judgment as well as the lack of an
ongoing assessment to determine if CSSOs possess the necessary qualities to perform their duties
could leave USCP vulnerable to misuse and mismanagement of evidence, not to mention
protracted embarrassment. As previously stated in an article published in The Washington Post,
an FBI agent allegedly pilfered drug evidence from multiple cases, resulting in the FBI dropping
charges against 28 defendants. A similarevent would certainly raise questions by defense
attorneys if USCP officers employed. in such a sensitive position do not maintain high ethical and
integrity standards maintaining the chain of custody of physical evidence collected from crime
scenes.
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CSS stated that implementation of an electronic evidence tracking system would increase the
efficiency and enhance effectiveness of the Unit. MPD uses a system called FileOnQ to manage
its inventory of physical evidence, and a CSSO suggested that implementing the FileOnQ
system, or a similar system, would increase CSS efficiency as well as reduce officer workload by
at least 2 hours a week. Based on this estimate, we obtained each officer’s salary in the CSS
Unit and determined that implementing the FileOnQ system ot similar type system would have a
minimum monetary impact of about $6,000 per year in reduced labor costs.

Manually recording evidence may cause instances where USCP improperly records items. Such
practices result in tracking inaccuracies and create an overall weaker control environment that
could lead to [ost, misplaced, or stolen evidence.

Conclusions

USCP is not using its resources in the most efficient and effective manner. CSS did not-conduct
ongoing monitoring of CSSOs as best practices dictate. There may be CSSOs that do not have
the skills set or ethical standards required for such a sensitive position. Contributing to that
problem, CSS documented chain of custody through manual log books, which increased the
workload of CSS. Thus, OIG makes the following recommendations.

Recommendation 6: We recommend that the United States Capitol Police consider
additional standards required for the position of Crime Scene Search Officer, Those
standards should include procedures for removing officers from Crime Scene Search
Unit who do not perform their duties according to the high standards that evidence
handling requires.

Recommendation 7: We recommend that the United States Capitol Police consider
implementation of the Metropolitan Police Department’s property managemeut system
(FileOnQ) or similar electronic inventory system to track physical evidence secured in
the Crime Scene Search Lab and Safe Room.
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Listing of Recommendations

Recommendation 1: We recommend that the United States Capito] Police in
conjunction with i¢s manual log books establish a comprehensive electronic log sysiem
that can provide up-to-date listings of evidence items in a timely manner stored in the
Crime Scene Search Lab and Safe Room. Ongce established, Crime Scene Search should
update its listing on a regular basis to ensure that all items are inventoried during
regular inspections and audits.

Recommiendation 2: We recommend that the United States Capitol Police establish
Standard Operating Procedures for conducting inspections and audits of items secured
within the Crime Scene Search Safe Room to include inspections and audits conducted
by other offices within the Department. Specifically, the Department should include
conirol procedures provided ip a November 2013 memorandum, which provides the
frequency of inventory/inspections/audits of evidence, the scope of the couni, and when
repo! are due. [n addition, the Departmoent should consider weighing drugs as part of
the inspection process. Most imporiantly, the Department should require appropriate
supporling documentation of the counts of physical evidence and the proper signatures
to ensure the change of custody of evidence.

Reco mnendation 3: We recommend that the United States Capitol Police stremgthen
procedures for properly documenting transfer of ammaunition {rom Crime Scene
Search to the Depariment’s Firing Ranpe, ensuring that the Crime Scene Search Unit
document the number and type of ammunition transferred when accepted by the
United States Capitol Police Firing Range and obtain signatures during this process.

Recommendation 4: We recommend that the United States Capito} Police reporting
officers lorward appropriate paperwork to Crime Scene Search Unit when it obtains
custody of crime scene evidence, In addition, the Department should update Directive
and Standard Operating Procedure No
to provide the Crime Scene Search Unit with a mechanism for
obtaining paperwork when the reporting officer does not forward the required
paperwork to1 » Crime S« earch Unit. Furthermore, the Crime Scene Search
Cnit Supervisor should be accountable for ensuring that any required paperwork is
included in the drug evidence case jackets.

Recommendation 5: We recommend that the United States Capitol Police should
review and update Standard Operating Procedures for the Crime Scene Search Unit.
Specilically, update Standard Operating Procedures to (1) reflect changes in the Drug
Enforcement Administration procedures for providing lab numbers (No.

—} apd (2) remove references to Polaroid film and include procedures
for digital photography (SOP No. [
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Recommendation 6: We recommend that the United States Capitol Police consider
additional standards required for the position of Crime Scene Search Officer. Those
standards should include procedures for removing officers from Crime Scene Search
Unit who do not perform their duties according to the high standards that evidence
handling requires.

Recommendation 7: We recommend that the United States Capitol Police consider
implementation of the Metropolitan Police Department’s property management system
(FileOnQ) or similar electronic inventory system to track physical evidence secured in
the Crime Scene Search Lab and Safe Room,
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