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Abbreviations and Acronyms

Coronavirus Pandemic of 2019
Dignitary Protection Division

Federal Bureau of Investigation
Fiscal Year

Intelligence and Interagency Coordination Division
Investigations Division

Management Discussion and Analysis
Office of Inspector General

| Protective Services Bureau

Security Services Bureau |

Sergeant at Arms

Standard Operating Procedures

Threat Assessment Section

United States Capitol Police

COVID-19
DPD

FBI

IAD

MD&A
0IG
PSB
SSB

SAA
SOPs

TAS

USCP or the Department
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According to PoliceNet, SSB is responsible for security surveys of conpressianal offices; design,
installation and maintenance of physical security systems; and technical security
countermeasures inspections. SSB is divided into the Physical Security Division and Technical
Countermeasures Division. The Physical Security Division is responsible for performing District
and Residential Security Surveys for the House and Senate Members as requested; reviewing and
performing Physical Security Assessments of Congressional and Member District Offices as
requested.

OBJECTIVES, SCOPE, AND METHODOLOGY

In accordance with our Annual Performance Plan Fiscal Year 2020, dated October 2019, the
Office of Inspector General (OIG) conducted a review of USCP’s security of Member district
offices to determine (1) the types of support USCP provided for Member district offices, and
(2) if any areas existed for which USCP could provide additional support to Member district
offices, Qur scope included FY 2019 and FY 2020,

OIG took steps to understand USCP’s supporting role in district office security. To determine
the USCP role in district office sccurity for Members, we researched the Department’s website
and PoliceNet for applicable gnidance. OIG reviewed available and applicable PSB guidance
and Depariment strategic plans related to intelligence, threat assessments, protective services,
and physical security for Membcrs outside the Capitol complex. We also reviewed the SSB
standard operating procedure (SOP) , dated August 27, 2019. We
further reviewed USCP’s Guide to Security Awareness, the Suspicious Activity Awareness
Pamphlet, and the Handling Unwanted Guests Pamphiet, which create an awareness among
Members of Congress and their office staffs regarding acts of violence against themselves and
their offices as well as providing SOPs to be followed if a particular incident arises, and
preventive measures that can be taken to avoid or counter these situations before they occur,

We researched the Congressional Research Service, Department of Justice, and Department of
Homeland Security websites for guidance and reports related to district office security, including
physical security of locations. Specificolly, we reviewed the Committee on House
Administration. Members ' Congressional Handbook as of August 2020; the Department of
Justice’s Protective Intelligence and Threat Assessment Investigations: A Guide for State and
Local Law Enforcement Gfficials, dated January 2000 and Managing Large-Scale Security
Evenis: A Planning Primer for Local Law Enforcement Agencies, dated May 2013; and the
Department of Homeland Security’s, The Risk Management Process for Federal Facilities: An
Interagency Seeurity Commiitee Standard, dated November 2016,

To determine the support USCP provides for Member district security, OIG interviewed
Department officials from PSB and SSB. OIG also reviewed the testimonies of USCP Chicf of
Police and both the House and Senate SAAs for details related to Member state and district
office security. OIG further reviewed appropriations reports for the lcgislative branch to
determine the congressional intent of funding provided to enhance security outside of the Capitol
Campus,
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protect the physical security of Members of Congress by using a risk-based approach and
addressing protection-related needs, whether directly with USCP resources or in close
coordination with Federal, state, and local law enforcement partners. PSB should use a
systematic method to verify and validate its performance output data on a routine basis for
ensuring numbers are consistent and comparable when reported to stakeholders. PSB should
also continue its efforts to update its policies and procedures.

Security Awareness Training

Upon request and in coordination with the respective SAAs, PSR provides security awareness
training for Members of Congress and staff whether in D.C. or at district offices, The core
curriculum for USCP training is the “Security Awareness Briefing,” which provides written
materials including the United States Capitol Police Guide to Security Awareness (the Guide),
last revised as of April 8, 2010, as well as on oral presentation by USCP and the respective SAA
office. Although the Department had not updated the Guide, we verified that phone numbers and
points of contacts identified in the Guide were valid. The Guide provides the following
recommendations:

The first objective of this booklet is to create an awareness among Mernbers of Cuongress and their
office staffs regarding the polential for acts of violence against themselves aad their offices. The
second objective is {o provide information and standard operating procedures for the security and
protection of Members of Congress, their stafls and their offices within the U.S. Capitol complex.
Through a series of checklists, puidelines, and bricf explanations, the Guide provides Members of
Congress and office personnel with quick reference to a variety of topics such as:

The imponance of low enforcement linison

The necessity for specific responsibility for security

Principles of office security

Principles of residential and fasily security

Principles-of vehicle, travel and hotel security

Requesting physical security nssessments for Members-of Congress homes and officas
Planning for security ot public appearances

Handling concemning suspicious or inoppropriate interest in Merbers of Congress
Reporting threalening or otherwise or conceming communications io USCP
Handling and opening mail safely

Handling suspicious packages and bomb threats

Recognizing potential chemical, biological, or nuclear hazards

Safeguards for children

Countermeasures for technicai surveillance

Avoiding and responding to personal assaults and kidnapping

Managing abnormal behaviors by visitors

Plarning for and managing protest activity

PSB provides pamphilets to enhance security understanding. Those pamphiets are Suspicious
Activity Awareness Prograni pamphlet and Handling Unwanted Guests, Callers, Threais and
Demonsirators pamphlet,

Depending on the preference of the receiving office, PSB can provide in-person training in a
Member's D.C. or state/district offices or by way of video teleconference. In fact, during the
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quarantine resulting from the coronavirus pandemic of 2019 (COVID-19), PSB provided a
hybrid of training in person to the Members and staff in D.C. while Members’ district offices
participated via video teleconferencing.

According to PSB, the Department conducted -_and. security awareness briefings during
FY 2019 and FY 2020, respectively. A PSB official stated that the drop in security awareness
training for FY 2020 was “directly attributed to the COVID-19 pandemic. Member offices have
adjusted postures, including closures and significant telework, resulting in the decline in requests
for briefings. PSB has adapted to the pandemic posture by making Security Awareness Briefings
available virtually.”

[n an outreach effort between October 25, 2020, and October 30, 2020, PSB contacted the office

of each Member of Congress offering both a Security Awareness Briefing as well asa

Residential Security Survey. The result of that outreach was that JJJ] of the Member’s offices (ffj

House and Senate) accepted USCP’s Security Awareness Briefings and . Residential Security
Surveys (i House and lliSenate). PSB has been coordinating and scheduling the training during

FY 2021,
Security Surveys

SOP [ states that at a request or referral, SSB’s Physical Security Division will conduct
security surveys of Members' of Congress D.C. office and residence as well as district offices
and residences. A security survey is an inspection of an entire Congressional building, facility
under USCP junisdiction, Member residence, ar state/district office space outside aof the Capitol
campus performed to identify vulnerabilities that may exist. The survey provides
recommendations for improvement, which allows the client/organization to reach a security goal
that mitigates risk. '

The SOP further states,

During FY 2019, SSB conducted I sccurity surveys of Members' state/district offices. And
during FY 2020, SSB did not conduct any security surveys of Member state/district offices
because of COVID-19. PSB’s October 2020 outreach to every Member resulted in requests for

I sccurity surveys @] House am'Senate). Those surveys are scheduled to take place
throughout FY 2021.

Threat/Risk Assessments

USCP works in close association with both the Senate and the House SAAs to assess risks of
events and address protection-related needs concerning Members of Congress, whether directly
7
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with USCP resources or with Federal, state, and local law enforcement partners. PSB initiates an
assessment for a Member event when the Senate SAA formally notifies the Department. Once
an assessment is completed, sentor officials from PSB and the Senate SAA will confer and
determine the specific delivery of protective services from the USCP and cooperating Federal,
state and local law enforcement partners. USCP uses a similar process for House SAA referrals.

According to the Department’s April 11, 2018, response to Senate Report 115-137,'° which
required a risk-based approach and related mitigation efforts for protecting Members off campus,
for responding to threats received online, and working with local law enforcement. The
Department responded with the following:

1. Notification to Local Law Enforcement

1.5, Sennte Report 115-137, in consideration of 5.1648, the Legislative Appropriations Act, 2018.
8

Review of United States Caplital Palice 01GQ-2021-05, February 2031

Member Disiries Offlee Securliv




2. Local Law Enforcement Presence ~—

3. Protective Liaison Deployment

4, Protection Team Deployment —
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inadvertently provided calendar year data rather than fiscal year data. The differences may have
occtrred because PSB was not familiar with the requirements for Directive[JJJJJJJJ As2
result, USCP stakeholders may not have received acecurate data, which could have led to
_ erroneous decisions. As well, such incorrect numbers nay also have led to improper funding or
 staffing levels both in the past and in the future.

Policies and Procedures

Government Accountability Office, Standards for Internal Control in the Federal Government;
Periodic Review of Control Activities state that “management periodically reviews policies,
procedures, and related control activities for continued relevance and effectiveness in achieving
the entity’s objectives or addressing related risks.”

Of'the SOPs reviewed on PoliceNet, PSB’s Investigations Division (ID) did not update
11 SOPs-~5 since 2006, 5 since 2009, and ! since 2011

As a result, many ID SOPs did not accurately reflect the changes in its processes that
have accurred over time. For example, QIG previously reported that ID’s Threat

Assessment Section (TAS) “SOPs did not list all
of the personal and criminal history checks TAS completes for the subjects of its

investigations.”"* During that review, PSB stated 1D was reviewing and updating all its
SOPs.

" OIG Report: Assessment of the United States Capitol Police Threat Assessmenr Section, 202 0-1-0006, dated
September 2020.
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Conclusions

Working closely with the respective SAAs, the Department provides threat assessments for
Members’ D.C, office and residences as well as state and district offices. The Department
accomplishes that by conducting (1) security awareness training for Members and staff,

(2) security surveys of D.C. offices and residences as well as district offices and residences, and
(3) threat/risk assessments to protect the physical secutity of Members using a risk-based
approach and addressing protection-related needs, whether directly with USCP resources or in
close coordination with Federal, state, and local law enforcement partners.

However, the performance data reported in various documents did not always agree, and PSB’s
ID policies and procedures were not always up to date. Although OIG made a recommendation
in a prior report to update policies and procedures for TAS, OIG recognizes the USCP process is
in a constant state of evaluation and improvement, and we encourage PSB to continue its
outreach efforts to stakeholders in an effort to collaboratively improve its processes. Therefore,
OIG is making the following recommendations.

Recommendation 1: We recommend the Protective Services Bureau of the United
States Capitol Police continue its efforts to update policies and procedures for the
Investigations Division and Sections so they effectively communicate policies and
procedures,

Recommendation 2; We recommend the Protective Services Burean of the United

States Capitol Police comply with Directive —
S  :1c2 December 17, 2016, by adopting

and using a systematic methiod for the identification, monitoring, collection,
analysis, verification, and valldation of its performance information.

Additional Assistance for Enhancing the Security of Members’
District Offices

Officials from the respective SAA offices did not have any suggestions for additional assistance
or improvement of security at Members' district offices. SAA officials stated that USCP was
doing a good job providing security for Member state and district offices and emphasized the
value of support USCP provides regarding law enforcement coordination and threat assessments.
One official stated that USCP has done an “excellent job providing security o Members’ district
offices especially in providing security awareness training and coordinating with the SAA office
as well as federal and local law enforcement partners.” Another official highlighted USCP’s
work in providing security awareness training and adjusting to the pandemic by providing
security awareness training via video conference. Regarding improvements, a Senate SAA
official stated they believe that “regionalization might improve USCP's performance.”

Our review of a draft informational paper dated June 2020, showed that the Department was
considering “a regional approach for threat management and district event protection by creating
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Regional Field Offices. This innovative approach to threat assessment and management will
provide USCP with the ability to deliver enhanced security services to Members of Congress
across the county in a more efficient and effective manner.”

In our prior review--dssessment of the United States Capitol Police Threat Assessment Section,
2020-1-0006-—0IG found that “the Department could manage threats against protectees more
efficiently and effectively with a regional approach to threai management. That change in
organizational structure could reduce the Department’s dependency on outside agencies in
conducting critical aspects of its investigations.” OIG recommended that “United States Capitol
Police continue to consider and pursue a régional approach for managing threats ngainst
protectees.”

Conclusions

OIG encourages the Department to continue its outreach efforts to assist Members and their
state/district offices during the transition from the 116th to the 117th Congress, educating
Members on the potential for acts of violence against themselves and their offices.

As OIG previously recommended, USCP should continue to consider and pursue a regional
approach for managing threats against protectees. We are not making a recommendation in this
area..
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Appendix A
Page1of1

List of Recommendations

Recommendation 1: We recammend the Protective Services Bureau of the United
States Capitol Police continue its efforts to update policies and procedures for the
Investigations Division and Sections so they effectively communicate policies and
procedurcs.

Recommendation 2: We recommend the Protective Services Burcau of the United
States Capitol Police comply with Directive

, dated December 12, 2016, by adopting and
using a systematic method for the identification, monitoring, collection, analysis,
verification, and validation of its performance information,
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Appendix B

Page 1 of 1
DEPARTMENT COMMENTS :
Pt 132N 3408
UNITED STATES CAPITOL POLICE
TROSTRECT.NE
VIARSRHCTON, DG Z810-7210
February %, 202}
COP 210116
MEMORANDUM
TO: Michae] A. Bolton

Inspectar Jeneral

FROM: Yogenanda D. Pistman
Acting Chief of Police

SUBJECT: Response 15 Oifice of Inspector General draf repant Review of Usifed States
Capitel Police Member Districi Office Securiny (O}G-2021-05)

The purpose of this memarundum is to provide the United Sinfes Capitel Police response
10 the recammendntions contained within the Office of Inspector General's (QIG) deaft repont
Review of United States Cepital Police Aember District Office Security (O1G-2021-05).

The Department generally agrees with all of the recommendations and appreciaies the
opportunity (0 work with the OfG to further improve upon the policies and rocedures in place
for cur Investigntions Division. The Departmens will assign Action Plons 1o appmoprioie
personel regarding each recommendation in effect in arder 1o achieve long 1erm cesolution of
these maliers,

Thank you for the opportunity io respand (o the OIG*s draft report. Your continued
support-of the women and men af the United States Capitol Molice is eppreciaied,

Very respectfully,

b fada D. Pittman
Acling Chief of Police

cc:  Acting Assistant Chizf Sean Gallagher, Protective and Intelligence Operutions
Assistant Chiefl Chad B. Thomas, Uniformed Operations
Richard L. Braddock, Chief Adminisirative Officer
, USCP Audit Linison

$ationally ACCreciled Oy i Cormsadinn on AZraci Kon or L Enfortemend Apercias. inc,
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