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The accompanying Management's Discussion and Analysis (MD&A) is not a required part of the
basic financial statements but is supplementary information required by accounting principles
generally accepted in the United States of Amenca. We reviewed this information for
consistency with the financial statements and discussed the methods of measurement and
presentation with the USCP officials. Based on this limited work, we found no matenal
inconsistencies with the financial statements and the accounting principles generally accepted
in the United States. However, we do not express an opinion on this information.
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Independent Auditor’s Report on Internal Control over Financial Reporting

To the Inspector General
United States Capitol Police

To the United States Capitol Police Board
United States Capitol Police

We have audited the United States Capitol Police’'s (USCP) internal control over financial
reporting as of September 30, 2011, based on Standards for Internal Control in the Federal
Government, issued by the Comptroller General of the United States. USCP’s management is
responsible for maintaining effective internal control over financial reporting. Our responsibility is
to express an opinion on USCP’s intemal control over financial reporting based on our
examination.

We conducted our audit in accordance with attestation standards established by the American
Institute of Certified Public Accountants (AICPA) and Government Auditing Standards, issued by
the Comptroller General of the United States. Those standards require that we plan and perform
the examination to obtain reasonable assurance about whether effective internal control over
financial reporting was maintained in all material respects. Our audit included obtaining an
understanding of internal control over financial reporting, assessing the risk that a material
weakness exists, and testing and evaluating the design and operating effectiveness of internal
control based on the assessed risk. Our audit also included performing such other procedures as
we considered necessary in the circumstances. We believe that our audit provides a reasonable
basis for our opinion.

An entity’s internal control over financial reporting is a process effected by those charged with
governance, management, and other personnel, designed to provide reasonable assurance
regarding the preparation of reliable financial statements in accordance with Accounting Principles
Generally Accepted in the United States of America. An entity’s internal control over financial
reporting includes those policies and procedures that (a) pertain to the maintenance of records
that, in reasonable detail, accurately and fairly reflect the transactions and dispositions of the
assets of the entity; (2) provide reasonable assurance that transactions are recorded as
necessary to permit preparation of financial statements in accordance with Accounting Principles
Generally Accepted in the United States of America, and that receipts and expenditures of the
entity are being made in accordance with authorization of management and those charged with
governance; and (3) provide reasonable assurance regarding preventing, or timely detection and
correction of unauthonized acquisition, use, or disposition of the entity’s assets that could have a
material effect on the financial statements.

Because of its inherent limitations, interal control over financial reporting may not prevent, or
detect or comect misstatements. Also, projections of any evaluation of effectiveness to future
periods are subject to the risk that controls may become inadequate because of changes in
conditions, or that the degree of compliance with the policies and procedures may deteriorate.
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A deficiency in internal control exists when the design or operation of a control does not allow
management or employees, in the normal course of performing their assigned functions, to
prevent, or detect and correct misstatements on a timely basis.

A material weakness is a deficiency, or a combination of deficiencies, in internal control, such that
there is a reasonable possibility that a matenal misstatement of the entity’s financial statements
will not be prevented, or detected and comrected on a timely basis. We consider the deficiencies in
USCP’s intemal control briefly described in the following paragraph and specified in Findings 1
and 2 of Exhibit A to be material weaknesses.

Finding 1. USCP Office of Human Resources (OHR) has not consistently implemented its policies
and procedures to ensure payroll is processed with approved and authorized documentation.

Finding 2: USCP program offices that oversee construction have no formal reporting process to
the Office of Financial Management (OFM) Chief Financial Officer (CFQ) to provide assurance
that the expenditures reported by the partner agencies have been reviewed by the program office
for conformance to the terms agreed to af the inception of construction and any subsequent
amendments. Moreover, the program offices have no formal process of documenting and
communicating to the CFO the approval of the placement of assets in service, as varous phases
are completed and operational.

In our opinion, because of the effects of the material weaknesses described above on the
achievement of the objectives of the control crnteria, USCP has not maintained effective control
over financial reporting as of September 30, 2011, based on the Standards for Internal Conirol in
the Federal Government.

A significant deficiency is a control deficiency or a combination of deficiencies in internal control
that is less severe than a material weakness, yet important enough to merit attention by those
charged with governance. We consider the deficiencies in USCP’s internal control specified in
Findings 3 and 4 of Exhibit B to be significant deficiencies.

We have reviewed the status of USCP’s cormrective actions with respect to the findings and
recommendations included in prior year Independent Auditor's Report dated June 20, 2011.
Exhibit C provides a discussion on the status of prior year findings and recommendations.

We also noted certain matters that we reported to management of USCP in a separate
management letter dated November 21, 2011.

We have also audited, in accordance with auditing standards generally accepted in the United
States of America, and the standards applicable to financial audits contained in Government
Audifing Standards issued by the Comptroller General of the United States, the financial
statements of the USCP as of and for the year ended September 30, 2011 (Fiscal Year 2011). We
considered the matenal weaknesses identified above in determining the nature, timing, and extent
of audit tests applied in our audit of the Fiscal Year 2011 financial statements, and this report
does not affect our report dated November 21, 2011, which expressed an ungualified opinion on
the financial statements. The financial statements of USCP as of September 30, 2010, were
audited by other auditors whose report dated June 20, 2011, expressed a qualified opinion on
those financial statements due to scope limitation. The predecessor auditor was unable to obtain
sufficient appropriate audit evidence to substantiate balances in Construction in Progress and
Advances to Others.



This report is intended solely for the information and use of the United States Capitol Police
Board, USCP management, USCP Office of the Inspector General, and members of the United
States Congress and is not intended to be and should not be used by anyone other than these
specified parties.
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Arington, Virginia
November 21, 2011



Summary of Internal Control Weaknesses
Fiscal Year 2011 Examination of Effectiveness of Internal Control
United States Capitol Police

In performing Fiscal Year (FY) 2011 examination of the effectiveness of USCP internal control
over financial reporting, we identified two material weaknesses and two significant deficiencies.

We also examined the findings and recommendations reported in FY 2010 examination report
and have included in this report as Exhibit C the status of those findings and recommendations as
of September 30, 2011.

Below are a brief summary of the FY 2011 and the status of FY 2010 control deficiencies (also
referred herein as findings):

The Office of Human Resources (OHR) made some progress toward implementing payroll
processing recommendations. For the 12 findings and recommendations open in FY 2010, 5 were
closed and 7 were carried forward to FY 2011. We also identified one new finding in FY 2011. We
concluded that payroll processing control deficiencies as an aggregate is a material weakness.
See Finding 1.

The Office of Financial Management (OFM) made substantial progress in FY 2011 toward
addressing the conditions that resulted in a material weakness in FY 2010. For the 27 findings
open in FY 2010, 20 were closed and 7 were carried forward to FY 2011 as one material
weakness (Finding 2), 3 significant deficiencies (Finding 3) and 3 management letter comments.
We also identified a new finding which we reported as a significant deficiency under Finding 4.

The Office of Information Systems (CIS) made substantial progress in FY 2011. For the three
findings in Information Systems open in FY 2010, two were closed and one was carried forward to
FY 2011 as a management letter comment.

CRITERIA

We used three levels of progress to rank improvement of prior year findings.
* Substantial Progress
= Some Progress
* Limited Progress

We based the status of prior year recommendations on the following critenia:
* Substantial Progress
= Some Progress
* Limited Progress
= Not Started

USCP MANAGEMENT'S RESPONSE AND OUR EVALUATION OF THE RESPONSE

USCP management generally agreed with our recommendations. We included USCP
management’s response in this report but did not perform audit procedures on the response.
Accordingly, we express no opinion on USCP management’s response. Our evaluation of
management response, if necessary, is included each specific finding.



Exhibit A
FY 2011 Internal Control Deficiencies/Findings

Material Weaknesses

Finding No. 1: Payroll Processing

Summary Status: Material Weakness Current Year

Material Weakness Prior Year
Some Progress

The National Finance Center (NFC) processes payroll for USCP. USCP reports time and
attendance to NFC and is responsible for maintaining pay and leave records and documents that
support pay rates and deductions. USCP does not consistently implement its policies and
procedures to ensure payroll is processed with approved and authorized documentation.

The Office of Human Resources (OHR) made some progress toward implementing payroll
processing recommendations. For the 12 findings open in FY 2010, 5 were closed and 7 were
carried forward to FY 2011. We also identified one new finding in FY 2011.

As noted in prior year auditor's report, payroll processing control deficiency has been reported
since FY 1999; similar findings existed as of September 30, 2011. We concluded that payroll
processing findings as an aggregate is a material weakness.

1.

Employee and/or Supervisor’s Failure to Sign Bi-Weekly Certification Report (Repeat
Finding) (Prior Year Finding 1.1)

In our sample of 45 employees, we found that one certification report of a separated employee
did not have a supervisor's signature. In addition, we obtained all certification confirmation
reports submitted to the Office of Human Resources (OHR) for Pay Period (PP) 23 of FY
2010, and PPs 04, 10, and 16 of FY 2011. From the certification confirmation reports, we
reviewed the breakdown of completed and pending certification reports. Certification reports
are considered pending when they don't have employee and/or supervisors signatures yet.
There were 1,272 instances of pending certification reports in the four pay periods examined.

Although USCP has developed Special Directiv which require employees and their
supervisors to sign their respective certification reporis Iin a timely manner, the implementation
of the directive has not been consistent throughout the year.

Recommendations:

1. We reiterate prior year recommendation that USCP consistently implement time-and-
attendance cerification policies and procedures and that timekeepers review all
certification reports to ensure that employees and supervisors sign and date reports.
USCP management needs to enforce the revised policies and procedures in Special
Directivi

2. Since this condition has been in existence for many years, we also recommend that the
supervisorftimekeeper procedures for monitoring of employees’ time and attendance to
include identifying habitual failures in submitting certification reports so that comective
actions can be targeted to those employees.




3. Lastly, we recommend OHR to evaluate the feasibility of using , a time and
attendance system, to automate the Time and Attendance Certification process. Consider

these

H capability to allow manual certification of hours by an employee/supervisar,
and to allow remote access to the system for certification purposes. We believe enabling

features would eliminate a significant amount of the failures to submit

certification reports. Also, we believe it will allow the timekeepers to devote less effort to
tracking down employees who have not submitted certification reports and manually
gathering/storing the certification collected. The automation process will free up

timekeepers to perform reviews.

Status of Recommendations:

Open — Limited Progress on Recommendation
1

Open — Not Started on Recommendations 2
and 3

Management Response:
We generally concur with the finding.

1. We will continue our efforts to enforce the
revised Time and Attendance Certification

Process Inteim Guidance (TA CPIG)
implemented in PP 16, and our new Inspections
and Review Section has begun 100%
certification reviews by bureau/office.

2. An electronic tracker for submission of
Certification reports has been created. Failure
to submit certification reports will trigger Bureau
Commander/Office Director notification.

3. Efforts are underway to use the automated
Time and Attendance system as a pilot within
various Office of Administration elements for
electronic certification.

In addition, the Department’s time and
attendance process will be reviewed to validate
the procedures currently employed and
evaluate more efficient and effective means for
conducting this process within control
environments.

Lack of Confirmation of Time-and-Attendance (T&A) Certification Completion (Repeat
Finding ) (Prior Year Finding 1.2)

We obtained all certification report confirmations for PP23 for FY 2010, and PPs 04, 10, and
16 for FY 2011 as part of testing payroll processing. Our test disclosed six instances shown
below where a certification confirmation email was not submitted to OHR.

= Jinstances — OIS (PP4, 10, and 16)

* 1instance — OGC (PP16)

* 1instance — MAB's immediate office (PP16)

* 1instance — the entire MAB bureau (PP4)

Although USCP has developed Special Directive -whil:h require employees and their
supervisors to sign their respective certification reports Iin a timely manner, the implementation
of the directive has not been consistent throughout the year.




Recommendations:

Our recommendations are the same as in Finding 1.1 above.

Status of Recommendations:

Open — Limited Progress on Recommendation
1

Open — Not Started on Recommendations 2
and 3

Management Response:
We generally concur with the finding.

1. We will continue our efforts to enforce the
revised Time and Attendance Certification
Process Interim guidance (TA CPIG) which
replaced 5D i OHR’s T &A Section along
with the new Inspections and Review Section
will enhance monitoring of timely submission of
certification reports, confirmation emails, and
enforcement of corrective actions.

2. An electronic tracker for submission of
Certification reports has been created. Failure
to submit certification reports will trigger Bureau
Commander/Office Director notification.

3. Efforts are underway to use automated Time
and Attendance system as a pilot within various
Office of Administration elements.

In addition, the Department’s time and
attendance process will be reviewed to validate
the procedures currently employed and
evaluate more efficient and effective means for
conducting this process within control
environments.

3. Difference in Annual Leave Hours in NFC and the_ (Repeat Finding) (Prior

Year Finding 1.4)

Our test of internal control on payroll processing disclosed that for 24 of 46 employees tested,
there were 34 instances where the leave balances (annual, compensatory, and sick) on the
Leave and Eamings Statement did not agree with the leave balances reported on the T&A

Certification.

Recommendations:

NFC and

1. As in prior iear recommendation, USCP should perform monthly reconciliation between

systems.

to ensure leave balance information is correctly reported in both

2. We also recommend that OHR implement corrective actions timely.

EtatL-IS of Recommendation:
Open — Limited Progress

Management Response:
We generally concur with the finding.

1. Bi-weekly reconciliation reports are produced
and an enhanced review will be accomplished
bi-weekly.

2. Corrective action will be performed in a
timely manner.







Recommendations:
Our recommendations are the same as recommendations 1 through 3 of Finding 1.1 above.

In addition, we repeat prior year recommendation that OHR T&A Division monitor timekeeper
distribution and collection of certification reports to complete its T&A review procedures at the
end of each pay period. We also recommend that OHR emphasize deadlines or include a
deadline for T&A staff to complete the T&A confirmation of certification report.

Status of Recommendation Management Response:
Open — Limited Progress We generally concur with the finding.

1. We will continue our efforts to enforce the
revised Time and Attendance Certification
Process Interim guidance (TA CPIG) and
emphasize deadlines.

2. An electronic tracker for submission of
Certification reports has been created. Failure
to submit certification reports will trigger Bureau
Commander/Office Director notification.

3. Efforts are underway to use automated Time
and Attendance system as a pilot within various
Office of Administration elements.

In addition, the Department’s time and
attendance process will be reviewed to validate
the procedures currently employed and
evaluate more efficient and effective means for
conducting this process within control
environments.

Inadequate Documentation of OHR T&A Audit {(Modified Repeat Finding) (Prior Year
Finding 1.12)

OHR performed T&A audits on approximately 20 percent of USCP employees during FY
2011. Our review of the audit workpapers showed that there were inconsistent and inadequate
documentation to support the results of the summary audit testing. For example, the time and
attendance sheets tested and the cnteria (or aftnbutes) applied to the tests were not
documented. Although the preparer submits the results of the T&A audits to his/her
supervisor, there was no evidence of a supervisory review prior to submission to the Director
of OHR.

Recommendation:

OHR has implemented most of the recommendations in prior year finding, our current year
recommendation is focused on OHR’s need to enhance the adequacy of documenting the
audits or tests performed and the supervisory review of the test results. We recommend
including the name of the sample tested (if less than 100%) in test workpapers. Also, develop
a test worksheet that will include the test attributes (criteria), results, and corrective actions, if
applicable.

Status of Recommendation Management Response:
Open — Substantial Progress We generally concur with the finding.
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OHR has already begun to document its
selection methodology to include the name of
the employee. A testing worksheet has been
developed, and review by the supervisor is
completed and documented.

OHR's Inspections and Review Section has
initiated a 100% review initiative beginning in
PP16 which meets all recommended
documentation.

_ Segregation of Duties (Repeat Finding) (Prior Year Finding 1.13)

USCP has not properly segregated incompatible duties in the” application. Users
with privileged access also had operational responsibilities for the application. We noted the
following segregation of duties issues:

1. Four (4) Office of Human Resources (OHR) personnel had System Administrator access

to the time and attendance application.
2. Two (2) of the individuals with System Administrator access do not require the ability to

manage access. The individuals were assigned the system administrator role since they
need access to view specific screens that no additional role had been set up to view.

3. The two (2) administrators that require the ability to manage access also had security
administrator access to the United States Department of Agriculture’s National Finance
Center (NFC). The individuals are each other's backups. Due to limited civilian personnel
with administrator knowledge within OHR, these individuals were required to have
overlapping responsibilities.

4. The OHR IT Specialist has write access to both the development and production
environment to Ihe- database without oversight.

Recommendation:

We recommend that USCP develop, document, and implement a segregation-of-duties matrix

to identify incompatible functions across — and NFC. We also recommend that
management review all user accounts and ensure that users are assigned appropriate roles

within and across applications to prevent control over incompatible functions.

Status of Recommendation: Management Response:
Open — Limited Progress
USCP Management generally concurs with the
initial finding and recommendation, and have
Auditor’'s Evaluation of Management already taken the following steps:

Response:

. Changed the security profiles in
We noted that USCP’s response concurred with H Only one individual has
ystem

the conditions of the finding and USCP went on ministrator access now.
to include several steps to further enhance . The two individuals withq
segregation of duties controls within its current System Administrator access who
staffing. only needed view to limited
information access were moved to a
new security role and the necessary

12



screens are being made available
as identified by the users.

. The semnd* administrator
has had access reduced to super
user level as well.

. Requested that NFC system access
be reduced for the one individual
with — System
Administrator access.

However, without additional qualified
development staff, it remains necessary for the
one individual with write access to maintain that
access in order to carry out the responsibilities
required of that position. We believe that the
adoption of the existing OIS Change
Management Policy and Procedures for any
changes to theh system that can
impact database information or compromise the

integrity of payroll information mitigate this
condition.

The USCP will develop and implement
segregation-of duties matrix, as well as
implement log reviews to monitor access by
privileged users.

. Waiver for Compensatory Time Balance in Excess of 240 Hours at the end of Leave

Year (Reported as a Non-Compliance with Laws and Regulations in FY 2010) (New
Finding as Internal Control Finding)

USCP Leave Regulations states that annual leave which is not used by a member or civilian
employee accumulates for use in succeeding years until it totals not more than 240 hours at
the beginning of the first full biweekly pay period occurring in a leave year. Also, USCP Leave
Regulations provide that when it is impossible to grant leave to members and civilian
employees due to unusual emergencies, the Chief of Police or his/fher designee has the
authority to temporarily waive the above restrictions on accrued annual leave.

For leave year ending in December 2010, the Chief of Police signed a waiver on March 18,
2011, which was applied in the subsequent pay period, restoring compensatory time eamed in
lieu of overtime in excess of 240 hours accrued through February 13, 2011 in 45 instances.
We believe that the waiver should be obtained more timely to establish the hours in excess of
240 hours that can be carried over the next leave year.

Recommendation:
We recommend that USCP OHR obtained a waiver, if appropriate, from the Chief of Police

within 2 pay periods before or after the end of the leave year so that excess hours can be
reinstated or cammied over timely.

13




Status of Recommendation: Management Response:

Open - Substantial Progress The Capitol Police Board leave regulations do
not have time limitations on the approval or

Auditor’'s Evaluation of Management denial of waiver requests. The Department

Response: reviews the individual requests for camyover

Although there is no time limitation on the waiver to ensure they satisfy the waiver

approval or denial of waiver requests, we requirements before approval is granted or the

believe USCP management should establish reguest is denied.

the timeline for approval or denial especially for

leave year-end to timely establish the hours

that can be carried over to the next leave year.

Finding No. 2: Control over Construction in Progress

Summary Status: Material Weakness Current Year
Material Weakness Prior Year
Some Progress

The OFM made substantial progress in FY 2011 addressing the findings in the Financial
Management area reported as a matenal weakness in FY 2010.

For the 27 findings open in FY 2010, 20 were closed and 7 were camed forward to FY 2011 as
one maternial weakness, 3 significant deficiencies and 3 management letter comments.

The three significant deficiencies mentioned above were related to financial management systems
and reported in the Financial Management area as material weaknesses in FY 2010. We reported
these findings under Finding 3 in FY 2011.

Also, in FY 2011, two key leadership positions, the Chief Administrative Officer and the Chief
Financial Officer (CFO), which have been filled in acting capacity since during FY 2010 were
permanently filled in February 2011.

1. Construction in Progress — GL Account 1720 {Modified Repeat Finding) (Prior Year
Finding 2.22)

Monthly, OFM senior accountant receives summary cost reports from the Nawval Air Warfare
Center Aircraft Division (NAVAIR), the Architect of the Capitol (AOC), and the U.S.
Department of Transportation Volpe Center (WVOLPE) that provide cumulative cost data on
major construction projects in process within the capitol complex. The partner agencies have
been advanced funds from USCP, based on approved project budgets, and use these funds
for expenditures incurred for the ongoing construction.

The senior accountant uses these project cost summaries to determine to journal entries to be
made to reduce the Advances to Others [General Ledger Account Code (GLAC) 1410) and
increase Construction in Progress (GLAC 1720) without concurrence of the program offices.
The USCP progress offices that oversee construction have no formal reporting process to the
Office of Financial Management (OFM) Chief Financial Officer (CFO) to provide assurance
that the expenditures reported by the partner agencies have been reviewed by the program
office for conformance to the terms agreed to at the inception of construction and any
subsequent amendments. Moreover, the program offices have no formal process of
documenting and communicating to the CFO the approval of the placement of assets in
service, as various phases are completed and operational.

14




The current practices do not assign responsibility to the program offices overseeing the
projects to certify the financial reports, including status of the projects such as percentage or
stages of completion, submitted by the partner agencies.

Recommendation:

We recommend that USCP develop a formal monthly reporting process from the program
offices overseeing Construction in Progress to OFM to provide signed confirmation that the
financial reports from the partner agencies have been reviewed and accepted. We also
recommend OFM to continue to work with the program offices in terms of requesting and
maintaining additional documentation for the cost incurred from partner agencies.

Status of Recommendation:
Open — Some Progress

Management Response:

We concur and will work with the ET and
affected bureaus and offices to institute
procedures for program offices’ monthly
reporting to OFM to ensure that financial
reports from the partner agencies have been
reviewed and accepted.

15




Exhibit B
FY 2011 Internal Control Deficiencies/Findings

Significant Deficiencies

Finding No. 3: Financial Management Controls Related to Information Systems

Summary Status: Significant Deficiency Current Year
Material Weakness Prior Year
Substantial Progress

The Office of Information Systems (CIS) made substantial progress in FY 2011. For the three
findings in Information Systems open in FY 2010, two were closed and one was carried forward to
FY 2011 as a management letter comment.

For open findings in FY 2010 related to financial management systems and reported in the
Financial Management area as components of a material weakness, we have reclassified these
open findings as significant deficiencies in FY 2011.

1. Review of User Logging fnr_ Access (Repeat Finding) (Prior Year Finding
2.38)

USCP did not have adequate controls to ensure that supervisors routinely reviewed user
activity logs for access tc-q_ (general ledger system) for incompatible actions. See
related finding no. 3.2 below.

Recommendation:

We recommend that USCP develop and implement a methodology to ensure that user activity
is routinely reviewed through logs generated by the ] apptication.

Status of Recommendation: Management Response:
Open — Limited Progress

See response under Finding 3.2 below.

2. Segregation of Duties _W (Repeat Finding) (Prior Year Finding

2.39)

We reviewed the active list of l:urrent* (property management system) users and
noted that four (4) accounts had system administrator privileges with complete access to
I his level of access enables privileged users to modify records.

CG also reviewed the active list of current ] vsers and identified the following
segregation of duties issues:

* Five accounts have system administrator privileges with complete access to
One of the accounts is a generic system account and the remaining four (4) are systems
accountants.

* One system administrator, the Lead Systems Accountant, also maintains the incompatible
functions of internal control and serving as a system administrator.

» USCP |l users have more than one active account. These multiple accounts

16



allow users to perform backup functions when the primary account user is not available.
Since these accounts are active all the time, users are not restricted from performing
incompatible duties.

« USCP has not completed a segregation-of-duties matrix for q to ensure
incompatible duties are not mmbined_F administrators use Delegations of
Authority documentation as the basis for reviewing user roles. USCP maintains the
Delegations of Authority documentation as authorized, however this documentation does
not map to roles inﬁ

Recommendation:

We recommend that USCP develop, document, and implement an OFM segregation-of-duties
matrix to identify incompatible functions within We also recommend that USCP
review all user accounts and ensure that users are assigned approprate roles within and
across financial applications to prevent control over incompatible functions.

Status of Recommendation: Management Response:
Open — Some Progress
A Systems Accountant is scheduled to retire on
Auditor’'s Evaluation of Management 12/31/11. It is both urgent and critical that the
Response: Lead Systems Accountant train to learn the
retiring Systems Accountant’s duties to ensure
We noted that USCP’s response concurred with | continuation of duties. The OFM Director has
the condition and went on to include several provided guidance that the Lead Systems
steps to further enhance segregation of duties | Accountant should only have one ID activated
within the its current staffing. USCF began to at a time.

identify and reduce the number of duplicate
accounts and reduce the privileged user cross | Although incompatible system roles are

functionality. However, certain finding reviewed, a Segregation of Duties Matrix will be
conditions remained present that have not been | developed and implemented to enhance the
fully addressed. review. Using the matrix, a new review will be

developed and added to the Financial Systems
Internal Control Review Schedule, Attachment
1, to identify and correct incompatible roles.

Due to extenuating circumstances, a person
may be assigned more than one active user ID.
Occasionally, users are provided an active 1D
for a new USCFP employment position while
transitioning workload, training a new
employee, preparing and training for planned
staff attrition, or due to emergencies.
Supporting documentation is maintained which
Justifies the need for more then one 1D.
Especially in the case of dual roles for training
purposes (as this was the case with one of the
dual roles found), there is no conflict of interest
as there is no difference in the role, just an
additional internal organization that can be
accessed.

Also, to identify system users with incompatible
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duties, the Delegations of Authornty will be
mapped to the roles in iand
reviewed.

Effective in FY 12, the Director of OFM will
review and approve each Financial Systems
Internal Control Review, instead of the Lead
Systems Accountant. This will eliminate the
Lead Systems Accountant’s incompatible duties
of performing the systems administrator role
and approving internal control reviews.

Them reviews will be expanded to
include failed logon attempts, completed
transactions outside of assigned roles, and
changes to key system settings. *
reviews will also be expanded once the
software is upgraded and logging functionality
is available. Modifications to meﬁ
andlmlzllnternal Control Review Schedule
for , chment 1, were made to capture
this change.

_ Account Management (Modified Repeat Finding) (Prior Year Finding 2.40)
Access control documentation for the andc— systems was not available for
review. Samples of user's access documentation including approval forms and signed rules of
behavior were requested; however, the samples were not available for review.

USCP also was not able to produce the Last Password Change Date, Last Logon Date, and
Account Creation Date from the ||| l] 2n2 [l systems.

Recommendation:

We recommend that USCP implement account management controls within H to
remove access of terminated individuals in a timely manner. We also recommend that USCP
update the mechanism (user request form) to request and approve access to _ to

provide requestors with the ability to select specific access roles that agree to roles assigned
iﬁiﬂn{#
Status ecommendation: Management Response:

Open — Limited Progress

AIIH and Access Approvals
Auditor’'s Evaluation of Management and Signed Rules of Behavior for system users
Response: are maintained and on file for review in OFM.
Unfortunately, the time line for this audit is very
We noted that USCP’s response concurred with | short, and thH and samples
the condition and went on to include several were provided near the end of the fieldwork. As
steps to further enhance access controls. a result, there was not enough time to review

and evaluate all of the supporting
Terminated personnel retaining active accounts | documentation provided prior to issuance of
were not identified during current year testing; this NFR.. Once the additional supporting
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however, documentation supporting access
granting and technical account management
were not provided to us during fieldwork.

We received sample documentation following
the end of fieldwork and noted the following
issues:
1. One out of a sample of ten
accounts was created and never used.
2. For two out of a sample of ten_
accounts did not have signed rules o
behavior.
3. For seven out of a sample of ten

* accounts access forms/tickets

could not be provided.

4. For one out of a sample of seventeen
F accounts signed rules of

ehawvior could not be provided.

5. For seventeen out of a sample of
seventeen ”t accounts, access
forms/tickets could not be provided.

6. Account Last Password Change Date,
Last Logon Date, and Account Creation

Date from the E and I
systems could no provided.

documentation is reviewed many of the
concerns identified in this NFR should be
addressed.

A comprehensive list of supporting
documentation which was delivered but not
analyzed prior to issuance of the NFR is in
Attachment 1.

To strengthen and
Internal Control Reviews, modifications will be
made to the Financial Systems Internal Control
Review Schedule for FY12, Attachment 2. The
reviews were expanded to include
alled logon attempts, completed transactions
outside of assigned roles, and changes to key
system settings. m reviews will also be
expanded once the sof re is upgrade and

logging functionality is available.

Finding No. 4: Accounts Payable Accrual Methodology

Summary Status:
Not Started

Significant Deficiency Current Year

1. Accounts Payable Accrual Methodology (Current Year New Finding)

USCP does not review the nature of the liability that is accrued to determine proper
classification as to an asset (capitalized cost) or an expense. Accrued liabilities are
automatically recorded as an expense without reviewing whether the liability is related to a
capitalizable asset. In addition, USCP does not evaluate whether its accrual methodology is
sound and the estimated amounts accrued is reasonable by comparing its estimates to actual
in subsequent period.

GAQ Standards for Infernal Control for Federal Government provides examples of control
activities. Internal Control activities help ensures management directives are carried out. Two
examples of control activities are proper execution of transactions and events, and accurate
and timely recording of transactions and events.

Recommendation:

We recommend OFM to review the nature of the accrued liabilities to determine proper
classification as to an asset or an expense. Also, we recommend that OFM perform periodic
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comparison of actual to estimated accrued liability to ensure its accrual methodology
procedures results in a reasonable estimate of goods and services received but not paid.

Status of Recommendation: Management Response:

Open — Not Started We concur and will review the nature of the
accrued liability to determine proper
classification as to asset or expense and record
accordingly.

We will also modify our accrual methodology to
include a step for penodically comparing the
actual to the estimated accrued liability.
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Exhibit C
Status of Control Deficiencies Reported in FY 2010 Independent Auditor's Report

During our FY 2011 intemal control testing, we examined the status of control deficiencies
(findings) reported in FY 2010 Independent Auditor's Report on Internal Control over Financial
Reporting.

We used the following three levels to determine the status of the FY 2010 findings:
= Closed — the condition(s) in the finding was (were) not identified in FY 2011.
= Open — the condition(s) in the finding remain(s) the same in FY 2011.
= Open/Modified — one or more conditions in the finding have changed in FY 2011.

In addition, for those findings whose status are classified as Open or Open/Modified in FY 2011,
we further classified the finding as a material weakness (MW), a significant deficiency (SD), or a
management letter comment (ML). We have also reclassified some findings identified in FY 2010

as a component of MW to either a SD ora ML, and from a SD to a ML in FY 2011.

A summary of the status of the 42 findings in FY 2010 is shown below:
= 26 Closed Findings
= 16 Open or Open/Modified Findings

FY 2010 Years
Finding FY 2010 Control Deficiencies/Findings Reported/ FY 2011
No. Reported as Status
11 Employee and Supervisor failure to sign bi-weekly 2008-2010/ Open
certification reports MW Reported as
MW
Finding 1.1
1.2 Lack of confirmation of time-and-attendance 2008-2009/ Open
certification completion MW Reported as
MW
Finding 1.2
13 Timekeeper's failure to maintain employee bi-weekly 2008-2010/ Closed
certification reports MW
1.4 Difference of annual leave hours in NFC and- 2008-2009/ Open
MW Reported as
MW
Finding 1.3
15 U.S. Capitol Police separation checklist and personnel | 2008-2009/ Closed
actions forms missing MW
16 Noncompliance with employee clock usage 2008-2010/ Open
Mw Modified
Reported as
MW
Finding 1.4
19 Missing personnel information 2010/ MW Closed
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FY 2010 Years
Finding FY 2010 Control Deficiencies/Findings Reported/ FY 2011
No. Reported as Status
1.10 Untimely review of time-and-attendance certification 2009-2010/ Open
completion MW Reported as
MW
Finding 1.5
1.11 | Lack of Review of JJjj Report over NFC 2010/ MW Closed
1.12 Lack of supporting documentation for OHR's June 2009/ MW Open
Time-and-Attendance Audit Modified
Reported as
MW
Finding 1.6
113 | Segregation of Duties ([ 2010/ MW Open
Reported as
MW
Finding 1.7
1.14 Health and Life Insurance forms absent from employee | 2009/ NW Closed
personnel files
25 GL Account 4210 — Anticipated Reimbursements 2008/ MW Closed
27 Accounts Payable — Untimely vendor payments 2008-2010/ Open
MW Reported as
ML
28 Accounts Payable invoice tracking spreadsheet 2008/ MW Closed
maintenance
29 Lack of justification for vendor additions/modifications in | 2008/ MW Open
— Reported as
ML
213 Fleet card program training 2008/ MW Open
Reported as
ML
216 SBR and Footnotes 2008/ MW Closed
217 Facts Il Submission at Year-end 2008/ MW Closed
2.20 Misrepresentation of cost factors used to calculate 2008-2010/ Closed
federal employee benefits MW
2.22 Construction in progress — GL Account 1720 and 2008/ MW Open
Advances to Others — GL Account 1410 Modified
Reported as
MW
Finding 2.1
224 Coordination with Office of General Counsel 2008/ MW Closed
226 | Insufiicient reconciliation of [ li] 2n< | N 2008-2010/ Closed
MW
227 Misstatement of imputed costs 2008-2010/ Closed
MW
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FY 2010 Years
Finding | FY 2010 Control Deficiencies/Findings Reported/ FY 2011
No. Reported as Status
228 Compensatory Time accrual 2009-2010/ Closed
MW
229 Accounts Payable accrual methodology 2009-2010/ Closed
MW
2.30 Misstated categories in the statement of net costs 2009-2010/ Closed
MW
2.3 Differences noted during reconciliations of budgetary 2009-2010/ Closed
and proprietary accounts MW
232 Financial Statement Checklist 2009-2010/ Closed
MW
2.33 Statement of net costs prepared in accordance with the | 2009-2010/ Closed
USSGL Crosswalk MW
234 Unnatural balances 2009-2010/ Closed
MW
2.35 Year-end adjustments not carried forward 2008-2010/ Closed
MW
2.36 Unobligated balance brought forward, October 1 2008-2010/ Closed
MW
2.37 Offsetting receipts 2009-2010/ Closed
MW
2.38 Review of User Logging fc-r- Access 2009-2010/ Open
MW Reported as
SD
Finding 3.1
239 [ Segregation of Duties (N =< 2009-2010/ Open
Mw Modified
Reported as
SD
Finding 3.2
240 Account Management 2009-2010/ Open
MW Reported as
SD
Finding 3.3
241 Reprogramming tracking log 2009-2010/ Closed
MW
242 CFO Approval of purchases 2009-2010/ Closed
MwW
3.12 OFM Continuity of Operations Plan Insufficient 2009-2010/ Closed
sD
3.16 Oversight of Outsourced Systems 2009-2010/ Open
5D Reported as
ML
37 Baseline Configuration 2009-2010/ Closed
sD
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m Clifton
Gunderson LLP

Cetified Public Accountants & Consultamts

Independent Auditor's Report on Compliance with Laws and Regulations
and Other Matters

To the Inspector General
United States Capitol Police

To the Capitol Police Board
United States Capitol Police

We have audited the financial statements of the United States Capitol Police (USCP) as of and
for the year ended September 30, 2011 (FY 2011), and have issued our report thereon dated
November 21, 2011. We conducted our audit in accordance with auditing standards generally
accepted in the United States of America; the standards applicable to financial audits contained
in Government Audifing Sftandards, issued by the Comptroller General of the United States. The
financial statements of USCP as of September 30, 2010 (FY 2010), were audited by other
auditors whose report dated June 20, 2011, expressed a qualified opinion on those financial
statements due to scope limitation. The predecessor auditor was unable to obtain sufficient
appropriate audit evidence to substantiate balances in Construction in Progress and Advances
to Others.

USCP management is responsible for complying with laws and regulations applicable to the
entity. As part of obtaining reasonable assurance about whether USCP’s financial statements
are free of material misstatements, we performed tests of USCP's compliance with certain
provisions of laws and regulations, noncompliance with which could have a direct and material
effect on the determination of financial statement amounts. We limited our tests of compliance
to those provisions and we did not test compliance with laws and regulations applicable to
USCP. Providing an opinion on compliance with certain provisions was not an objective of our
audit, and accordingly, we do not express such an opinion.

The results of our tests disclosed one instance of noncompliance that is required to be reported
under generally accepted government audit standards and is described below.

Fair Labor Standard Act (FLSA), Section 207 (o), states that employees who “work in a public
safety activity...Jor] emergency response activity...may not accrue more than 480 hours of
compensatory time for overtime hours worked.” It further states that an employee who has
accrued 480 hours of compensatory time will be paid under FLSA for additional overtime hours
of work. During the first quarter of leave year 2011, 4 employees accrued more than 480 hours
at the end of multiple pay periods. USCP paid the hours in excess of the 480 hours in April
2011. This noncompliance was also identified in FY 2010.

4250 IN. Fairfax Dirive, Suire 1020

Ardingran, Virginia 22203

tel: 571-227-9500 Rismbas ot
fax: 571-227-9552
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USCP management generally concurs with the finding and stated that “While employees were
not harmed as their FLSA overtime work was credited. The OHR eliminated the possibility of
anyone exceeding the 480 hour limit with a _ system change which now prohibits
eamning over 480 hours of 1.5 compensatory time. In addition, OHR continues to monitor
compensatory time balances (via bi-weekly reports) to Bureaus/Divisions Commanders
identifying those nearing/at/over the CPB limitation andfor FLSA limit." We did not audit USCP
management response and, accordingly, we express no opinion on them.

This report is intended solely for the information and use of the United States Capitol Board,
USCP management, USCP Office of the Inspector General, and members of the United States

Congress and is not intended to be and should not be used by anyone other than these
specified parties.

Czn.. Kerrectbnaon_ 4 ) A

Arington, Virginia
November 21, 2011
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USCP MANAGEMENT'S DISCUSSION AND ANAL YSIS

STRATEGIC AND ANNUAL PLANNING

To accomplish our mission it is important to have an excellent strategic plan. However, it is
even more important to have a first-rate strategic planning system that not only designs and
improves strategic plans, but also builds the strategic thinking for the entire Department. This
strategic planning system enables the Department to develop the leadership and management
capacity to dnive this plan into action.

The Strategic Plan consists of the following components:

» Mission, Vision and Values

» Strategic Plan Framework

» Strategic Goals

» Breakdown of Strategic Goals into Objectives

 List of Strategic Initiatives to advance Strategic Objectives

The Strategic Planning System consists of a number of leadership, management, and process
improvement mechanisms that deploy the strategic plan, making it a component of the
organizational culture and building a strategic thinking system (organizational leaming,
collaborative problem-solving, and strategic action according to the Concepts of Operation).
The elements of our Strategic Planning System include the following:

» Strategic Leadership: The Chief's Vision of Rising to the Challenge

» Strategic Communication: Executive Management Team, Senior Management Team, and
Frontline Managers Team

+ Concept of Operations
» Scenario-Based Planning/Worst Case Scenario as Bedrock for Preparedness

» Business Planning and Performance Planning System

Internal Controls and Business Process Improvement

Force Development: Promoting Integration of Strategic Planning with Budget Planning

Building Quality Management and Program Management Systems

|
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USCP MANAGEMENT'S DISCUSSION AND ANAL YSIS

Every year, since building our first Strategic Plan in 2004, we have been moving forward
integrating our strategic and budget planning. In 2005, we created the “Business Planning”
system for cascading the strategic plan throughout the organization. Bureau Commanders and
Office Directors devised their piece of the strategic plan, using the business plans to outline
their way forward during the fiscal year, measuring program and project performance to
accomplish strategic initiatives that corresponded to strategic objectives, which in turn
supported our four strategic goals. All of this supported the effort to link approaches to using
resources more efficiently to produce results more effectively.

In 2006, the Department continued to develop the business planning system, incorporating
internal controls to better ensure targets were reached and strengthening the program to build
standardized, uniform, repeatable processes that can be validated. Business planning became
further integrated into the organizational culture with Executive Management Team meetings
becoming business process meetings, with collaborative problem-solving (oriented around
challenges to project and program performance). The Department further developed its
Concept of Operations for accomplishing the strategic goals, whereby key process
improvements could be identified and accomplished, so that they could accomplish strategic
differences in mission performance. Examples of this included process improvements with the
Truck Interdiction Program (TIPs), the Virtual Fence (posting assets out and around the Capitol
to better detect and deter threats), and Community Cutreach (a framework for Community
Policing}—all of which have provided measurable results of reducing risk and vulnerability in
protecting against terrorism and improving law enforcement.

In 2007, the Department saw the advent of the increased structure for linking business planning
to budget planning, called Force Development. This method of corporate planning created a
framework for integrating business planning so that resource initiatives could be analyzed and
prioritized from a Department-wide focus. Managers were also frained in a business case
methodology to provide greater depth and breadth to budget justifications related to potential
Return on Investment. Other programs introduced in 2007 that show excellent promise for
improving the business process approach to resource management include the ELS facilitated
Manpower Project and Training Transformation Project. The Manpower Project yielded process
maps for improving resource employment in reducing risk. The Training Transformation Project
has developed standard business processes for establishing training needs and priorities,
training resource management, source selection and evaluation, participant selection, training
administration, and performance measurement (tying back to training needs).

In 2008, the Force Development process evolved to include Scenario and Capabilities Planning
for Critical Incidents, with our Uniform Services Bureau providing a key example for the
Department to follow. In 2009, progress continued toward the development of a Performance
and Accountability Report, culminating in development of the Department’s first PAR prototype
in 2010.

The GPRA Modernization Act of 2010 required changes in the performance planning process to
strengthen the use of outcome measures. This requirement was met by using a hybrid model
developed from benchmarking the performance reporting of DHS, State Dept (Diplomatic
Security) and Navy NCIS. The key feature is a multi-year performance output analysis for
strategic initiatives. This model was employed for 2010 and 2011 Performance Reports to
capture the increase in productivity outcomes for Strateqgic Initiatives (from the Strategic Plan),
based on Key Performance Indicator analysis.
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USCP MANAGEMENT'S DISCUSSION AND ANAL YSIS

ORGANIZATIONAL AND FINANCIAL STRUCTURE

The USCP aligns its management functions into an operations and administrative structure.
The operations structure carries out the law enforcement/secunty activities of the Department,
and the administrative structure provides business processes/administrative support to the
Department.

The operations side of the Department is led by the Chief Operating Officer and is comprised of
five Bureaus: Mission Assurance Bureau (formerly the Office of Plans, Operations, and
Homeland Security), Operational Services Bureau, Protective Services Bureau, Security
Services Bureau, and Uniformed Services Bureau.

The administrative side of the Department is led by the Chief Administrative Officer and is
comprised of seven Bureaus/Offices: Office of Human Resources, Office of Financial
Management, Office of Information Systems, Training Services Bureau, Office of Facilities and
Logistics, Office of Policy and Management Systems, and Office of Employment Counsel.

Outside of the operations and administrative hierarchy are the Office of the General Counsel,
Office of Professional Responsibility, and Public Information Office, which fall directly under the
leadership of the Chief of Police. The Office of Inspector General is an independent function of
the USCP and reports directly to the Capitol Police Board.
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USCP MANAGEMENT'S DISCUSSION AND ANAL YSIS

ANALYSIS OF FINANCIAL STATEMENTS

These financial statements were prepared from the accounting records of the Department in

accordance with the accounting principles generally accepted in the United States of America,
prescribed by the Federal Accounting Standards Advisory Board (FASAB).

The following information provides highlights of the Department’s financial position and results
of operations in fiscal year 2011. The complete set of financial statements, related notes, and
the opinion of the Department’s auditors are attached to this document.

Assets: The Depariment’s Consolidated Balance Sheet as of September 30, 2011 shows
$221 million in total assets, an increase of $2 million (1 percent) from the previous year's
total assets of $219 million. The Department’s Fund Balance with the U.S. Treasury was
$87 million, which represents 39 percent of the total assets.

Liabilities: Total Department liabilities were $73 million as of September 30, 2011, an
increase of $4 million (6 percent) from the previous year's total liabilities of $69 million.

Net Position: The Department's total net position as of September 30, 2011 was $148
million, a decrease of $2 million (1 percent) from the previous year's total net position of
$150 million.

Budgetary Resources: The Department’s fiscal year 2011 Combined Statement of
Budgetary Resources shows $381 million in total budgetary resources, a decrease of $55
million (13 percent) from the previous year's total budgetary resources of $436 million.

Net Qutlays: The Department’s fiscal year 2011 Combined Statement of Budgetary
Resources shows $372 million in net outlays, an increase of $6 million (2 percent) from the
previous year's total net outlays of $366 million.

Net Cost of Operations: The Consolidated Statement of Net Cost presents the
Department's gross and net cost by strategic goal. The net cost of Department operations
totaled $384 million for the year ended September 30, 2011, equivalent to the previous
year's net cost of operations of $384 million.

Our budget consists of an annual appropriation that funds the salaries and benefits for our staff,
and general expenses such as motor vehicles, communications and other equipment, security
equipment, uniforms, weapons, supplies, materials, training, medical services, forensic services,
professional services, the employee assistance program, the awards program, postage,
communication services, travel, and relocation of instructor and liaison personnel for the Federal
Law Enforcement Training Center. Our annual appropriation for fiscal year 2011 was $341
million.

In fiscal year 2011, our total assets were $221 million, consisting mostly of our fund balance
with Treasury, advance to other Federal agencies and properties and equipments. Total
liabilities of $73 million were composed largely of Worker's Compensation (FECA) liability,
accounts payable, accrued employees’ salaries & benefits, and employees’ accrued annual
leave.

The net cost of operating the U.5. Capitol Police during fiscal year 2011 and fiscal year 2010
was approximately $384 million for both years. Overall, our net cost of operations increased by
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USCP MANAGEMENT'S DISCUSSION AND ANAL YSIS

LIMITATIONS OF THE FINANCIAL STATEMENTS

The Department’s financial statements are the culmination of a systematic accounting process.
The statements have been prepared to report the financial position and results of operations of
the United States Capitol Police, pursuant to the hierarchy of accounting principles and
standards set forth in Note 1 to the financial statements. While these statements have been
prepared from the books and records of the Department, they are in addition to the financial
reports used to monitor and control budgetary resources that are prepared from the same books
and records.

The statements should be read with the understanding that as an agency of a sovereign entity,
the United States Government, we cannot liquidate our liabilities (i.e., pay our bills) without
legislation that provides resources to do so. Although future appropriations to fund these
liabilities are likely and anticipated, they are not certain.

|
Page 16 of 16


















NOTE 1. SUMMARY OF SIGNIFICANT ACCOUNTING POLICIES

A. Reporting Entity

The accompanying financial statements present the financial position and budgetary resources
of the Umited States Capitol Police (USCP). The nussion of the USCP, an agency in the
legislative branch of the federal government, 1s “To protect the Congress, its legislative
processes, Members, employees, visitors, and facilities from crime, disruption, or terrorism ™
The USCP carnies out its nussion pnimarily by providing security for the Capitol and
congressional office buildings, providing protective services for Members and dignitaries,
mstalling and operating advanced secunty systems, and mamntamning staff and equipment to
respond to emergencies within its geographical jurisdiction. The agency’s resources are
organized nto five operational units and seven admunistrative units as follows:

OPERATIONAT ADMINISTRATIVE
e Operational Services Bureau e Office of Employment Counsel
¢ Protective Services Bureau e Office of Financial Management
e Securty Services Bureau e Office of Human Resources
e Uniformed Services Bureau e Office of Information Systems
s Mission Assurance Bureau e Office of Policy and Management
Systems
e Office of Facilities and Logistics

e Traming Services Bureau

B. Basis of Accounting and Presentation

In accordance with 2 US.C. 1903, the financial statements were prepared from the USCP’s
books and records mn conformuty with generally accepted accounting principles for federal
entities, as promulgated by the Federal Accounting Standards Adwvisory Board (FASAB).
Accordingly, revenue 1s recogmzed when earned and expenses are recognized when mcurred,
without regard to the receipt or payment of cash. These principles differ from budgetary
reporting principles, whereby funds availability 15 recorded based on legal considerations and
constraints. As a result, certan line items on the proprietary financial statements may not
equal stmilar line items on the budgetary financial statements.

The USCP follows the federal standards for financial reporting and mternal controls in a
manner consistent with a legislative branch agency. The USCP has not adopted the Federal
Financial Management Improvement Act of 1996, the Federal Managers Financial Integnity
Act and the Government Performance and Results Act, as these standards are not applicable
to the USCP. However the USCP uses these sources as gmdance and reference in its

operations.

The statements were also prepared based on gmdance published in the Office of Management
and Budget (OMB) Circular A-136, Financial Reporting Requirements. The USCP 1s not
required to adopt this circular, and accordingly has elected to use the disclosures management
deems necessary for the fair presentation of financial statement information.
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UNITED STATES CAPITOL POLICE
Notes to the Financial Statements
For the Years ended September 30, 2011 and 2010

Throughout these financial statements certain assets, habilities, earned revenue and costs are
classified accordng to the type of entity with whom transactions were made.
Intragovernmental assets and liabilities are those received from or due to other federal
entities. Intragovernmental eamed revenue represents collections or accruals of revenue from
other federal enftities, and intragovernmental costs result from payments to or accruals of
amounts due to other federal enfities. These financial statements should be read with the
understanding that they are for a component of the U.S. Government.

C. Budgetary Resources and Status

The USCP 1s funded through congressionally approved appropniations. The USCP 1s
responsible for admimstering its salaries and expenses through the execution of these
appropriations. Congress enacts annual appropnations that provide the USCP with authonty
to obligate funds within the respective fiscal year for necessary expenses to carry out its
mission and related activities. In addition, Congress periodically enacts permanent indefinite
appropriations for long term projects and mitiatives that are available for obligation over a
period of years or until expended.

The USCP’s budgetary resources consist of:

e Unobligated balances or resources brought forward from the prior year,

e Recoveries of obligations in prior years, and

e New resources in the form of appropriations, spending authority from offsetting
collections, and non-expenditure transfers.

Generally, unobligated balances associated with resources expiring at the end of the fiscal
year remain available for five years after expiration only for upward adjustments of prior year
obligations, after which they are cancelled and may not be used. Remaming funds in
cancelled appropnations are returned to the U.S. Treasury and the cancelled authority 1s
reported as a line item on the Statement of Budgetary Resources and the Statement of
Changes in Net Position.

D. Fund Balance with Treasury

Funds with the U.S. Treasury comprise the majonty of intragovernmental assets on USCP’s
balance sheet and primarily represent appropniated funds that are available to pay current
hiabilities and finance authonized purchase commitments. The Department of the Treasury
processes cash receipts and disbursements on behalf of USCP and the Agency’s accounting
records are reconciled with Treasury on a monthly basis.

E. Advances and Prepayments

The USCP advances funds to federal agencies to perform long-term capital projects. The
advances are liquidated and recorded as expenses or capital assets when funds advanced are
expensed for the project.

F. General Property, Plant and Equipment

General Property, Plant and Equpment (PP&E) consists of equipment, structures, facilities,
building improvements, internal use software, capital leases and construction-in-progress. The
basis for recording purchased PP&E 1s full cost, which includes all costs incurred to bring the
PP&E to a form and location switable for its intended use. For fiscal years prior to fiscal year
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UNITED STATES CAPITOL POLICE
Notes to the Financial Statements
For the Years ended September 30, 2011 and 2010

2011, the capitalization threshold established by USCP was $25,000. Starting in fiscal year
2011, the USCP capitalization threshold remams $25,000, except for internal use software and
building improvements. The assets are recorded at cost if the initial acquisition cost 1s
$250,000 or more. Capital assets are depreciated on a straight-line basis over their estimated
useful lives, which range from three to ten years.

G. Liabilities

Liabilities represent amounts to be paid by the USCP as a result of transactions or events that
have already occurred. Accounts payable consists of amounts owed to other federal agencies
and commercial vendors for goods and services received and accepted prior to the end of the
reporting period. No hability can be paid by USCP absent an appropriation of funds by
Congress. Liabilities for which an appropnation has not been enacted are unfunded, the
liqudation of which 1s dependent on future appropriations or other funding.

H. Federal Employee Benefits

The USCP recogmzes its share of the cost of providing future pension benefits to eligible
employees over the period of time that they render services to USCP. The pension expense
recognized m the financial statements equals the current service costs for USCP employees
less the amount contributed by the employees. The Office of Personnel Management (OPM),
the admimistrator of the plan, supplies USCP with the factors to apply mn the calculation of the
current service cost. These factors are demved through actuamal cost methods and
assumptions. The excess of the recogmized pension expense over the amount contributed by
USCP and employees represents the amount being financed directly through the Crvil Service
Retirement and Disability Fund adnuinistered by OPM. This amount i1s considered imputed
financing to USCP.

The USCP recognizes a current period expense for the future cost of post-retirement health
benefits and hfe msurance for its employees while they are still working. The agency
accounts for and reports this expense m its financial statements mn a manner simular to that
used for pensions, with the exception that employees and USCP do not make current
contributions to fund these future benefits.

I  Annual Leave, Compensatory Overtime, Sick and Other Leave

Annual leave and compensatory overtime leave are accrued as they are earned and reduced as
they are taken. [Each year, the balance in the accrued leave account 1s adjusted to reflect
current pay rates and balances. To the extent current or prior year appropnations are not
available to fund accrued annual leave and compensatory overtime, funding will be obtained
from future financing sources. Sick and other types of non-vested leave are expensed when
taken.

J. Judgment Fund

Certamn tort claims over $25,000 to which the USCP 1s a named party may be admumstrated
and litigated by the Department of Justice in accordance with the Federal Tort Claims Act.
Seftlements and awards are paid from a special Judgment Fund maimtamed by the US.
Department of the Treasury under the title 31 of the Umted States Code, section 1304.
Payments by the Judgment Fund on behalf of USCP do not require reimbursement.

49



UNITED STATES CAPITOL POLICE
Notes to the Financial Statements
For the Years ended September 30, 2011 and 2010

K. Estimates

The preparation of financial statements requires management to make certamn estimates and
assumptions that affect the reported amounts of assets, lhiabilities, revenue and expenses
during the reporting period. Actual results could differ from these estimates.

NOTE 2. FUND BALANCE WITH TREASURY

Fund Balance with Treasury 1s the aggregate of accounts with the U.S. Treasury for which the
USCP 1s authorized to make expendifures and pay lhiabilities. Use of amounts donated to the
USCP Memonal Fund is restricted to the fund’s intended purpose. The status of funds with
the U S. Treasury as of September 30, 2011 and 2010 consist of the following balances:

2011 2010
Fund Balances:
Appropriated $87.243 804 £120,775,120
Spedal (Memorial Fund) 95,022 94522
Miscellaneous Receipt 10,884 271,396
Total $87,340 300 S121,141,047
Status of Fund Balance with Treasury:
Unobligated
Available $16,144 334 $32,773 350
Unavailable 5,194 787 7401331
Obligated Not Yet Disbursed 65,908,773 80,600.439

Non-Budgetary 101.906 365918
Total T $87,349.300 S121,141,047

NOTE 3. ADVANCES TO OTHERS

The USCP enters into agreements with other federal agencies to design, develop, and test
security systems. These agencies estimate funding necessary for payments to their contractors
for labor and materials for certain periods of time and request advances of funds from USCP.
The advances are periodically hiqudated using mnformation from expense reports provided by
the other federal agencies. Any unhqudated advance remaming at the end of the project will
be refunded to USCP by the agencies holding the contracts.

NOTE 4. ACCOUNTS RECEIVABLE

Accounts recervable from federal agencies amse from the provision of law enforcement
services for special events in accordance with an interagency agreement. The recervables due
from other federal entities are considered to be fully collectible and do not require an
allowance for doubtful accounts. Unbilled recervables reflect an amount previously advanced
to a federal agency which will be returned to USCP because a project was completed and the
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UNITED STATES CAPITOL POLICE
Notes to the Financial Statements
For the Years ended September 30, 2011 and 2010

remainder of the advance was no longer needed by the other federal agency. Accounts
recervable from other federal agencies as of September 30, 2011 and 2010 1s as follows:

2011 2010
Accounts Receivable from Federal Agencies:
Billed $0 $187.260
Unbilled 0 0
Total Accounts Receivable - Federal 50 5187,260

Accounts recervable from the public are recorded for amounts due from current and former
USCP employees for salary overpayments, mussed deductions for benefits, and other
indebtedness related to time and attendance corrections, advancement of leave or unreturned
property. An allowance for doubtful accounts for amounts due from employees 1s calculated
using risk of non-collection factors as applied to an aging of the payroll receivables provided
by the US. Department of Apgriculture National Finance Center (NFC). The accounts
recervable from the public as of September 30, 2011 and 2010 1s:

2011 2010
Accounts Receivable from the Public:
Current and Former USCP Emplovees
0-30 days outstanding $15,769 $31,380
3190 days outstanding 5424 7.846
91-180 days outstanding 3.310 7.107
181-360 days outstanding 20602 14,053
COrver 360 days outstanding 35,115 37.080
Total Due from USCP Employees 80220 07.484
Allowance for Doubtful Accounts {60.094) {43,282)
Receivables Due from USCP Emplovees, Net 28226 54.202
Other 9592 0.581
Taotal Accounts Receivable - Public, Net 537,818 563,783

NOTE 5. GENERAL PROPERTY, PLANT AND EQUIPMENT

The composition of general property, plant and equipment as of September 30, 2010 and 2011
1s as follows:
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2011
Classification Cost Mc“mflh.td Book Value
Depreciation

Building Improvements $8.750.604 (52.823,670) $£5.026.034
Other Structures and Facilities 875001 (590,941) 284,960
Equipment 134,743 802 (119,386,716) 15,357.086
Internal Use Software 11,193,630 (9.567.364) 1.626.266
Construction-in-Process 46,366,060 0 46,366,069
Assets Under Capital Lease 1,179,110 (64,235) 1,114 875
Software-in-Development 122 005 0 122005

Total $203,231,121 132.432.02 $70,798.105

2010
Classification Cost Arcumflla.ted Book Value
Depreciation

Building Improvements $5.479.320 (81.263.274) $4.216.055
Other Structures and Facilities 875001 (533,862) 342039
Equipment 138.597.930 {109,003,022) 20504 008
Internal Use Software 11,193,630 (9.170.472) 2023158
Construction-in-Process 23147515 0 23147515
Software-in-Development 1,430,185 _ 0 1,430,185

Total $180,724,400 ﬁllﬂ,ﬂ?ﬂ,ﬁjﬂ:: 560,753,860

NOTE 6. LIABILITIES NOT COVERED BY BUDGETARY RESOURCES

Certain liabilities are not covered by appropnated funds or other budgetary resources.
Therefore, they are dependent on future appropnations or other funding. Although future
appropriations to fund these liabilities are likely, 1t 1s not certain such appropnations will be
enacted. The USCP lhabilities not covered by budgetary resources as of September 30, 2010
and 2011 are summarized below:

2011 2010
Non-Federal
Worker's Compensation Benefits (Actuarial FECA Liability) $33.013,824 £20275.619
Accrued Unfinded Annual Leave 10,698,184 10,067,656
Accrued Unfunded Comp Overtime 1,591 491 1.839.207
Total Liabilities Not Covered by Budgetary Resources $45.303,400 341,182 482

EEEEESEESSE EEEEEESS—
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2010

Strategic Goal Gross Cost Less: Earned Revenue Net Cost
Iniragovernmental:
Assess the Threat $581.687 $581.687
Prevent 2,513,732 2,513,732
Respond 4225543 4225543

rt the Mission 23970170 ($198.148) 23772022
TOTAL INTRAGOVERNMENTAI $31,201,132 108,148 $31,002,084
‘With the Public:
Assess the Threat $64.376.067 $64.376.067
Prevent 08.056.174 08,056,174
Respond 81,997 794 81,907 704
Support the Mission 108 418 517 ($42.968) 108,375,549
TOTAL WITH THE PUBLIC $352,848,552 !M!,Qﬁs:: $352,805,584
TOTAL:
Assess the Threat $64.057 754 $64.057.754
Prevent 100,569 906 100,569,906
Respond 86,223 337 86,223,337
Support the Mission 132 388 687 (5241.116) 132,147 571
TOTAL: $384,130,684 ! $241,11E,‘: $383,808,568

NOTE 9. FEDERAL EMPLOYEE BENEFITS

The USCP’s employees are provided retirement benefits under either the Civil Service
Retirement System (CSRS) or Federal Employees Retirement System (FERS). Most
employees hired after December 31, 1983 are automatically covered by FERS and were not
eligible for CSRS. Employees under FERS are also covered under the Federal Insurance
Contributions Act (FICA), which imposes a tax on both employees and employers to fund
Social Security and Medicare programs.

For employees under FERS, the USCP contributed 16.40% of employee basic pay in order to
fund FERS benefits. The USCP also pays the employer’s matching share of FICA
contributions made for FERS and CSRS offset employees. For employees under CSRS,
USCP makes contributions equal to 7.5% of basic pay. An additional 1.45% of total pay 1s
contributed toward Medicare on behalf of CSRS employees.

In addition, the Thnft Savings Plan (TSP), as authorized by the Federal Employees’
Retirement System Act of 1986, provides retirement savings and mvestment plan for
employees covered by FERS or CSRS. For FERS employees eligible for TSP, USCP
contributes 1% of basic pay and matches participants’ TSP contributions up to an additional
4%. CSRS and CSRS offset employees may contribute up to $16,500 mn 2011 of their basic
pay to a TSP account, but there 1s no agency matching contribution.

In addition, all permanent employees are eligible to participate mn the contributory Federal
Employees Health Benefits Program (FEHBP) and Federal Employees Group Life Insurance
Program (FEGLIP) and may continue to participate after retirement. The USCP makes
contributions through OPM to FEHBP and FEGLIP for active employees to pay for their
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current benefits. USCP’s contributions for active employees are recogmized as operating
expenses.

In accordance with Statement of Federal Financial Accounting Standard (SFFAS) No. 4,
Managerial Cost Accounting Standards and SFFAS No. 5, Accounting for Liabilities of the
Federal Government, USCP records, as a financing source and imputed cost, an estimate of
the unfunded portion of pension and other post retirement benefits to be paid by OPM in the
future.

NOTE 10. INCIDENTAL CUSTODIAL ACTIVITY

The Capitol Police Board 1s responsible for admimistering and managing receipts and
disbursements for the USCP Memornal Fund established under Public Law 105-223. These
activities are mcidental to the primary mussion of the USCP. A summary of the custodial
activities for the twelve months ended September 30, 2011 and 2010 1s provided below:

2011 2010
USCP Memorial Fund (Treasury Symbol 02X5083):
Beginning Balances %04 522 £01.372
Donations Collected and Deposited to the U.S. Treasury 500 3.150
Ending Balances $05.022 $04,522

NOTE 11. WORKER’S COMPENSATION

The Federal Employee Compensation Act (FECA) provides mcome and medical cost
protection to covered federal employees injured on the job, employees who have incurred a
work-related occupational disease, and beneficiaries of employees whose death 1s attributable
to a job-related injury or occupational disease. Claims mncurred for benefits for USCP
employees under FECA are adnumistered by the Department of Labor (DOL) and are paid,
ultimately by USCP. As of September 30, 2011 and 2010, an intragovernmental lhiability of
$3,749,292 and $3,242 481 exsts for amounts paid by DOL on behalf of USCP to agency
employees who had filed worker’s compensation claims. This amount 1s reimbursable to
DOL.

The actuanial FECA liability represents an estimate of future worker’s compensation (FWC)
benefits to be paid for death, disability, medical, and miscellaneous cases. The lability 1s
computed using a formula provided by DOL annually based on a method that utilizes
historical benefits payment patterns related to a specific mcurred period to predict the ultimate
payments related to that period. The projected annual benefits are discounted to present value
using OMB’s economic assumptions for ten-year Treasury notes and bonds. To provide more
specifically for effects of inflations on hability for FWC benefits, wage inflation factors
(Consumer Price Index-Medical) are applied to the calculation of projected future benefits.
These factors are also used to adjust historical payments so benefits are stated in current-year
constant dollars. The USCP recorded an estimated hability for claims mncurred but not
reported of $33,013,824 and $29,275,619 as of September 30, 2011 and 2010 respectively,
which 1s expected to be paid in future periods.
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NOTE 12. IMPUTED FINANCING FROM COSTS ABSORBED BY OTHERS

The USCP occupies commercial spaces m various buildings and grounds throughout the
Capitol Hill campus that are leased or owned by the Architect of the Capitol (AOC), including
the Fawrclild Building. In addition, the USCP occupies the Practical Applications Center
(PAC) whuch 1s owned by the Department of Homeland Secunty. The USCP does not
reimburse the Architect of the Capitol for its share of the leases or the Department of
Homeland Security for space utilized in the PAC.

Additionally, the USCP calculates the value of estimated future employee benefits to be paid
by OPM. In accordance with SFFAS No. 4, Managerial Cost Accounting Concepts and
Standards, USCP recogmzes the following identified costs paid on its behalf by other
agencies as expenses to USCP for the years ended September 30, 2011 and 2010:

2011 2010
USCP Buildings and Grounds Architect of the Capitol $22 334,755 £13.434 200
FLETC & Practical Applications Center Department of Homeland Security 4342172 7.344.800
Future Benefits Payments Office of Personnel Management 17.395 683 18 861.277

m,ﬂ?ﬂ,ﬁlﬂ $30.640_280

NOTE 13. RECONCILIATION OF NET COST OF OPERATIONS TO EUDGET

This footnote reconciles the net obligations with the net cost of operations. The section
entitled Resources Used to Finance Activities reflects the budgetary resources obligated and
other resources used to finance the activities of the agency. The section entitled Resources
Used to Finance Items Not Part of Net Cost of Operations adjusts the total resources used to
finance the activities of the enfity to account for items that were included mn net obligations
and other resources but were not part of the net cost of operations. The section entitled
Components Requining or Generating Resources in Future Periods identifies items that are
recognized as a component of the net cost of operations for the period but the budgetary
resources (and related obligation) will not be provided (or incurred) until a subsequent period.
Net Cost of Operations 1s also reported on the Statement of Net Cost.
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RECONCILIATION OF NET COST OF OPERATIONS TO BUDGET

RESOURCES USED TO FINANCE ACTIVITIES:

Budgetary Resources Obligated

Obligations Incurred

Less: Spending Authority from Offsetting Collections and
Recoveries

Obligations Net of Offsetting Collections and Recoveries
Less: Offsetting Receipts

Net Obligations After Offsetting Receipts

Other Resources
Imputed Financing Costs Absorbed by Others
Total Resources Used to Finance Activities

RESOURCES USED TO FINANCE ITEMS NOT PART
OF THE NET COST OF OPERATIONS:

Changes in Budgetary Resources Obligated for Goods,
Services, and Benefits Ordered but not vet Provided

Resources that Fund Expenses Recognized in Prior Periods

Resources that Finance the Net Acquisition of Fixed Assets
Total Resources Used to Finance Items Not Part of the Net

Cost of Operations

RESOURCES USED TO FINANCE THE NET COST OF
OPERATIONS

Increase in Anmal and Compensatory Leave Liability
Increase in Actuarial FECA Liability

Increase in Capital Lease Liability

Other

Total Components of Net Cost of Operations that will
Require or Generate Resources in the Future Periods

Depreciation and Amortization

Revaluation of Assefs or Liabilities

Other

Total Components of Net Cost of Operations that will Not
Require or Generate Resources

Total Components of Net Cost of Operations that will Not
Require or Generate Resources in the Current Period

NET COST OF OPEEATIONS
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2011 2010
$350.488.252 $396.258.831
2.148.520 (1.440.231)
357.330.732 304.818.600
0 0
357.330.732 304.818.600
44,072,610 39.640.287
$401,412,342 $434,458,887
(12.250,064) (53.238.665)
0 3.822.400
(28.557.577) (19.318.617)
(840,807,641) ($68,734,882)
$360,604,701 $365,724,005
331,755 610,496
3,738,205 0
1,159.458 0
0 (51.057)

$5,229.418 $559,439
16,897,569 17.350.536
1,621.461 249,925
27.239 14.663
$18,546,269 $17,615,124
$23,775,687 $18,174,563
$384,380,388 $383,808,568
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NOTE 14. UNDELIVERED ORDERS

Undelivered orders represent appropriations obligated for goods or services ordered but not
yet recetved. These include unpaid and advanced amounts recorded in the fiscal period just
ended, upward adjustments of unpaid undelivered orders originally recorded in a prior fiscal
year, and recoveries resulting from downward adjustments of undelivered orders onginally
recorded 1n a prior fiscal year. The amount of budgetary resources obligated for undelivered
orders as of September 30, 2011 and 2010 was $102,596,569 and $90,411,350 respectively.

NOTE 15. COMMITMENTS AND CONTINGENCIES

The USCP 1s mvolved mn various lawswts incidental to its operations. When a condition,
situation or set of circumstances gives rise to a possible or probable loss to the agency due to
the likelihood of one or more future events occurring or failing to occur, the USCP recognizes
and/or discloses a contingent hability in accordance with SFFAS No. 5, Accounting for
Liabilities of the Federal Government, as amended by SFFAS No. 12, Recognition of
Contingent Liabilities from Litigation. As of September 30, 2011 and 2010, there were no
litigation related contingencies that required recognition or disclosure.
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