
     
                                                                                                                      

 

 
U NI T E D S T A T E S C A PI T O L P O LI C E  
O F FI C E O F I N S P E C T O R G E N E R A L  

 
A n al y sis  of t h e  

U nit e d St at es C a pit ol P oli c e  

Wi r el ess N et w o r k a n d D e vi c es  

 
 

R e p o rt N u m b e r OI G -2 0 1 9- 1 4   
 

S e pt e m b e r 2 0 1 9 

 

R E P O R T R E S T R I C TI O N L A N G U A G E  

Dist ri b uti o n of t his D o c u m e nt i s R est ri ct e d  

T hi s  r e p o rt  m a y  c o nt ai n  s e nsiti v e  l a w  e nf o r c e m e nt  i nf o r m ati o n  a n d/ o r  i s  p a rt  of  t h e  d eli b e r ati v e 
p r o c ess p ri vil e g e.  T hi s i s t h e p r o p e rt y of t h e Offi c e of I ns p e ct o r G e n e r al a n d i s i nt e n d e d s ol el y f o r 
t h e  offi ci al  us e  of  t h e  U nit e d  St at es  C a pit ol  P oli c e,  t he  C a pit ol  P oli c e  B o a r d,  o r  a n y  a g e n c y  o r 
o r g a ni z ati o n  r e c ei vi n g  t h e  r e p o rt  di r e ctl y  f r o m  t h e  Offi c e  of  I ns p e ct o r  G e n e r al.    N o  s e c o n d a r y 
di st ri b uti o n m a y b e m a d e, i n w h ol e o r i n p a rt, o ut si d e t h e U nit e d St at es C a pit ol P oli c e o r t h e C a pit ol 
P oli c e  B o a r d,  b y  t h e m  o r  b y  ot h e r  a g e n ci es  o r  o r g a ni z ati o ns,  wit h o ut  p ri o r  a ut h o ri z ati o n  b y  t h e 
I ns p e ct o r G e n e r al o r t h e C a pit ol P oli c e B o a r d . 

A p pr o v e d f or P u bli c R el e a s e b y t h e C a pit ol P oli c e B o ar d o n J ul y 1 4, 2 0 2 5
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I N S P E C T O R G E N E R A L  
 
 
 
 
 

P R E F A C E  
 

T h e Offi c e of I ns p e ct or G e n er al ( OI G) pr e p ar e d t his r e p ort p urs u a nt t o t h e I ns p e ct or 
G e n er al  A ct  of  1 9 7 8,  as  a m e n d e d.    It  is  o n e  of  a  s eri es  of a u dits,  r e vi e ws,  a n d 
i n v esti g ati v e a n d s p e ci al r e p orts OI G pr e p ar es p eri o di c all y as p art of its o v ersi g ht 
r es p o nsi bilit y wit h r es p e ct t o t h e U nit e d St at es C a pit ol P oli c e ( U S C P) t o i d e ntif y a n d 
pr e v e nt fr a u d, w ast e, a b us e, a n d mis m a n a g e m e nt.  
 
T his r e p ort is  t h e r es ult of a n ass ess m e nt of t h e str e n gt hs a n d w e a k n ess es of t h e offi c e 
or f u n cti o n u n d er r e vi e w.  O ur w or k w as b as e d o n i nt er vi e ws wit h e m pl o y e es a n d 
offi ci als  of  r el e v a nt  a g e n ci es  a n d  i nstit uti o ns,  dir e ct  o bs er v ati o n,  a n d  a  r e vi e w  of 
a p pli c a bl e d o c u m e nts.  
  
W e d e v el o p e d o ur r e c o m m e n d ati o ns b as e d o n t h e b est k n o wl e d g e a v ail a bl e t o OI G 
a n d dis c uss e d i n dr aft wit h t h os e r es p o nsi bl e f or i m pl e m e nt ati o n.  It is m y h o p e t h at 
t h e  r e c o m m e n d ati o ns  will  r es ult  i n  m or e  eff e cti v e,  effi ci e nt,  a n d/ or  e c o n o mi c al 
o p er ati o ns.  
 
I e x pr ess m y a p pr e ci ati o n t o t h os e c o ntri b uti n g t o t h e pr e p ar ati o n of t his r e p ort. 

 
  

 
 

Mi c h a el A. B olt o n  
I ns p e ct or G e n er al  

 
 
 

  

 
 



 

 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

T his p a g e i nt e nti o n all y l eft bl a n k
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T A B L E  O F  C O N T E N T S  
 
 

A b br e vi ati o ns a n d A cr o n y ms  iii 
  

E x e c uti v e S u m m ar y  1  
  

B a c k gr o u n d  2  
  

O bj e cti v es, S c o p e, a n d M et h o d ol o g y  2  
  

R es ult s  4  
  

I n a d e q u at e P oli ci es a n d Pr o c e d ur es 4  
  
L a c k of I nt er n al C o ntr ols R el at e d t o t h e Wir el ess N et w or k I m pl e m e nt ati o n  5  
  

A p p e n di c es  9  
  
A p p e n di x A –  List of R e c o m m e n d ati o ns  1 0  
  
A p p e n di x B –  D e p art m e nt C o m m e nts  1 1  
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A b b r e vi ati o ns a n d A c r o n y ms  

 
 

A c c ess P oi nt  A P  
  
D e ni al of S er vi c e  D o S  
  
N ati o n al I nstit ut e of St a n d ar ds a n d T e c h n ol o g y  NI S T  
  
Offi c e of I nf or m ati o n S yst e ms  OI S  
  
Offi c e of I ns p e ct or G e n er al  OI G   
  
S p e ci al P u bli c ati o n  S P  
  
St a n d ar d O p er ati n g Pr o c e d ur e  S O P  
  
U nit e d St at es C a pit ol P oli c e  U S C P or t h e D e p art m e nt  
  
Wir el ess L o c al Ar e a N et w or k  W L A N  
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•  U S C P S O P , 
d at e d A u g ust 1 4, 2 0 1 7. 
 

•  U S C P S O P , d at e d A u g ust 2, 2 0 1 7. 
 

•  U S C P Dir e cti v e , A pril 2 1, 2 0 1 7. 
 

•  U S C P S O P  R el e as es, d at e d A pril 1 0, 2 0 1 7. 
 

•  U S C P S O P , d at e d S e pt e m b er 1 4, 2 0 1 6. 
 

•  U S C P S O P , d at e d 
S e pt e m b er 1 4, 2 0 1 6. 
 

•  N ati o n al I nstit ut e of St a n d ar ds a n d T e c h n ol o g y ( NI S T ) S p e ci al P u bli c ati o n (S P ) 8 0 0- 5 3, 
R e visi o n 4, S e c urit y a n d Pri v a c y C o ntr ols f or F e d er al I nf or m ati o n S yst e ms a n d 
Or g a niz ati o n , d at e d A pril 2 0 1 3. 

 
•  U S C P Dir e cti v e , d at e d O ct o b er 

1 9, 2 0 1 2. 
 

•  U S C P Dir e cti v e , d at e d 
O ct o b er 1 9, 2 0 1 2. 
 

•  NI S T  S P 8 0 0- 1 5 3, G ui d eli n es f or S e c uri n g Wir el e ss L o c al Ar e a N et w or ks ( W L A N s) , 
d at e d F e br u ar y 2 0 1 2. 
 

As a l e gisl ati v e br a n c h a g e n c y, U S C P is n ot r e q uir e d t o c o m pl y wit h NI S T g ui d a n c e; h o w e v er, 
w e us e d NI S T g ui d a n c e as a b est pr a cti c e.  
 
OI G c o n d u ct e d t his a n al ysis  i n W as hi n gt o n, D. C., fr o m M a y  t hr o u g h A u g ust 2 0 1 9.  W e di d n ot 
c o n d u ct a n a u dit, t h e o bj e cti v e of w hi c h w o ul d b e t h e e x pr essi o n of a n o pi ni o n o n D e p art m e nt  
pr o gr a ms.  A c c or di n gl y, w e d o n ot e x pr ess s u c h a n o pi ni o n.  OI G di d n ot c o n d u ct t his a n al ysis i n 
a c c or d a n c e wit h g e n er all y a c c e pt e d g o v er n m e nt a u diti n g st a n d ar ds.  H a d w e c o n d u ct e d a n a u dit 
a n d f oll o w e d s u c h st a n d ar ds, ot h er m att ers mi g ht h a v e c o m e t o o ur att e nti o n.  O n  
S e pt e m b er  9, 2 0 1 9, w e pr o vi d e d a dr aft c o p y of t his r e p ort t o D e p art m e nt offi ci als f or c o m m e nt.  
S e e A p p e n di x A f or a c o m pl et e  list of OI G r e c o m m e n d ati o ns.  OI G i n c or p or at e d D e p art m e nt 
c o m m e nts as a p pli c a bl e a n d att a c h e d t h eir r es p o n s e t o t h e r e p ort i n its e ntir et y as A p p e n di x B.  
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R e c o m m e n d ati o n 4 :  W e r e c o m m e n d t h at t h e U nit e d St at es C a pit ol P oli c e 
i m pl e m e nt  r e q ui r e m e nts f o r 
wi r el ess n et w o r k c o nt r oll e rs a n d a c c ess p oi nts .



 

9 
A n al ysi s of t h e U nit e d St at es C a pit ol P oli c e Wir el ess N et w or k a n d D e vi c es  OI G -2 0 1 9 -1 4 , S e pt e m b er 2 0 1 9  
 

L A W E N F O R C E M E N T S E N S I T I V E  
 

 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
A P P E N DI C E S
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C O N T A C TI N G T H E O F FI C E O F I N S P E C T O R G E N E R A L  
 
S u c c ess of t h e OI G missi o n t o p r e v e nt f r a u d, w ast e, a b u s e, o r mis m a n a g e m e nt d e p e n d s o n 
t h e c o o p e r ati o n of e m pl o y e es a n d t h e p u bli c.  T h e r e a r e s e v e r al w a ys t o r e p o rt q u esti o n a bl e 
a c ti vit y.

 
 
C all u s at 2 0 2- 5 9 3- 3 8 6 8 o r t oll- f r e e at 8 6 6- 9 0 6- 2 4 4 6.  A c o nfi d e nti al o r a n o n y m o u s m ess a g e 
c a n b e l eft 2 4 h o u rs a d a y/ 7 d a ys a w e e k. 
 

                          
   T oll -Fr e e - 1-8 6 6 -9 0 6 -2 4 4 6  
            
 
 

 
W rit e u s:   
U nit e d St at es C a pit ol P oli c e  
Att n:  Offi c e of I n s p e ct o r G e n er al  
4 9 9 S o ut h C a pit ol St. S W, S uit e 3 4 5 
W as hi n gt o n, D C 2 0 0 0 3          

 
  

Or visit u s:  
4 9 9 S o ut h C a pit ol Str e et, S W, S uit e 3 4 5                                         
W as hi n gt o n, D C  2 0 0 0 3 
 

 
 
 
         Y o u c a n als o c o nt a ct u s b y e m ail at:  oi g @ us c p. g o v   
          

 
W h e n m a ki n g a r e p o rt, c o n v e y as m u c h i nf o r m ati o n as p ossi bl e s u c h as:   
W h o ? W h at ?  W h e r e ? W h e n ?  W h y ?  C o m pl ai nts m a y b e m a d e a n o n y m o u sl y o r y o u m a y 
r e q u est c o nfi d e nti alit y. 

A d diti o n al I nf o r m ati o n a n d C o pi es: 
 
T o o bt ai n a d diti o n al c o pi es of t his r e p ort, c all OI G at 2 0 2- 5 9 3- 4 2 0 1.



 

   

 




