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e National Institute of Standards and Technology (NIST) Special Publication (SP) 800-53,
Revision 4, Security and Privacy Controls for Federal Information Systems and
Organization, dated April 2013.
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19, 2012.
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October 19, 2012.

e NIST SP 800-153, Guidelines for Securing Wireless Local Area Networks (WLANSs),
dated February 2012.

As a legislative branch agency, USCP 1s not required to comply with NIST gmdance; however,
we used NIST gmdance as a best practice.

OIG conducted this analysis imn Washington, D.C., from May through August 2019. We did not
conduct an audit, the objective of which would be the expression of an opinion on Department
programs. Accordingly, we do not express such an opmion. OIG did not conduct this analysis in
accordance with generally accepted government auditing standards. Had we conducted an audit
and followed such standards, other matters might have come to our attention. On

September 9, 2019, we provided a draft copy of this report to Department officials for comment.
See Appendix A for a complete list of OIG recommendations. OIG incorporated Department
comments as applicable and attached their response to the report 1n 1ts entirety as Appendix B.
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Recommendation 4: We recommend that the United States Capitol Police
implement requirements for
wireless network controllers and access points.
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